NudpopmanmoHHas NaMSITKA /IS HECOBEPIIEHHOJIETHHUX T10 BOMPOCaM KHOepP0e30NacHOCTH
B ceTu «MHTEpHED»

KoMnbloTepHbIe BUPYCHI

KomnbloTepHblii  BUpPYC - 3TO  Pa3HOBUIHOCTb  KOMITBIOTEPHBIX  MPOTPaAMM,
OTJIMYUTEIIBHOM OCOOCHHOCTBIO KOTOPOM SIBJIIETCS CIHOCOOHOCTh K Pa3MHOXKEHUIO
(konupoBaHuio). B nomonHeHuWe K 3TOMY, BHUPYChl MOTYT MOBPEIUTH WM TMOJHOCTHIO
YHUYTOXUTH BCe (haliIbl U JaHHBIC, TTOJAKOHTPOJIBHBIC TOJIB30BATENI0, OT UMEHU KOTOPOTO
Obl1a 3amylieHa 3apaXEHHas NporpaMma, a TakKKe MOBPEAUTh WM JaKE€ YHUYTOXKHUTH
OTICPAlIMOHHYI0 CHUCTEMY CO BcemH (¢aimamMud B 1eJoM. B OOJBIIMHCTBE CiydacB
PaCIpOCTPAHSIOTCSI BUPYCHI Uepe3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Hcnons3yil  COBpEMEHHBIE  OINEPALMOHHBIE  CHCTEMBI, HMEIOIIUE
CEpbE3HBIN YPOBEHB 3alUTHI OT BPEIOHOCHBIX IPOTPAMM;
2. [TocTostHHO ~ ycTaHaBnuBail mnaT4v(LU@PpPOBBIE 3aIIaTKH, KOTOpHIE

aBTOMATHUYECKH YCTAaHABIMBAIOTCS C I1ENbI0 JOPAaOOTKH MpOrpamMMbl) U JpYyrue
OOHOBJICHUSI CBOEH OmepanoHHON cucTeMbl. CkaunBail UX TOJBKO ¢ OQHUIIUATIHLHOTO
caiita pa3paborunka OC. Eciu cyliecTByeT peKUM aBTOMATHUYECKOTO OOHOBJICHUS,
BKJIIOYH €T0;

3. PabGotaii Ha cBOEM KOMIBIOTEpE MOJ IpaBaMU IMOJIb30BaTENsl, a HeE
aIMUHUCTpATOpa. OTO HE TO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MpOrpamMm
MHCTAJTUPOBATHCS] HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Hcnons3yil aHTUBHPYCHBIE TNPOrPaMMHBIE TPOAYKTHl HM3BECTHBIX
IPOU3BOIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBJIIEHUEM 0a3;

S. Orpannub pU3NUECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Hcnonb3yil BHEIIHME HOCUTENIH WH(OPMAIMK, TAKHE KaK (ielliKa, JUCK
i (aiin u3 IHTepHeTa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He otkpeiBaii kommbroTepHBbIC (aiiibl, MOTYYECHHBIE U3 HEHAIEKHBIX

UCTOUYHUKOB. [laxe Te (haiibl, KOTOpbIE MpUCTal TBOW 3HAKOMBIU. Jlydille yTOUHU y
HEro, OTIPABIISLI JIK OH TeOe UX.

Cern WI-FI

C nomompero WI-Fi  MoxHO moOnMyunTh O€CIUTATHBIA  WHTEPHET-AOCTYI B
0OIIIECTBEHHBIX MeCTaX: Kade, OTeIIX, TOPTOBBIX IIEHTPaX M a’dporopTax. Tak ke SABISETCS
OTJIMYHOM BO3MOXHOCTBIO BbIXOJla B MHTepHeTr. HO MHOrme sKCHepThl CUHUTAIOT, YTO
obmenocrynubie WiFi ceT He SIBISIOTCS O€30MaCHBIMM.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 0011e0OCTYNMHBIX ceTsax Wi-fi

1. He nepenasaii cBoro nuuHy0 HHpOpMaIMio yepe3 ooea0cTynHbie Wi-
Fi ceru. PaboTast B HUX, KeJaTeIbHO HE BBOAUTH MApPOJIM JOCTYIIA, JIOTUHBI U KaKHe-
TO HOMEpA,;

2. Hcnonw3yit 1 0OHOBIISIH aHTUBUPYCHBIE MPOTPaMMBI U OpaHaMaydp. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYKH BHpPyca Ha TBOE YCTPOUCTBO;

3. [Ipu wucnons3oBanuu Wi-Fi otkmtoun ¢yHknuo «OO0mmi moctym K
daiimam u upuHTepam». [lanHas GyHKIMUS 3aKphiTa MO YMOJIYAHWIO, OJHAKO
HEKOTOPBIE TOJIb30BaTENIM aKTUBHPYIOT €€ JJIs ya00CTBa MCIIONB30BaHUS B paboTe
i yueoe;




4, He wucnone3yét myOGnumuneii WI-FI qis mepenaum JuYHBIX JTaHHBIX,
Hanpumep, U1 BbIXOJA B COLIMATIbHBIE CETH WJIM B DJIEKTPOHHYIO MTOYTY;

5. Ucnonw3yih Tonpko 3amuineHHoe coeauHeHue depe3 HTTPS, a He
HTTP, 1.e. mpu HaGope BeO-aapeca BBOAU UMEHHO «https://»;
6. B moOwibHOM Tenedone otkimoun ¢yHknuoo «lloakmoueHne k Wi-Fi

aBTOMaTH4YeCKnW». He gomyckaii aBTOMATHYECKOrO IOJAKIIIOUCHHUS YCTPOHMCTBA K
ceraM Wi-Fi 0e3 TBoero corjiacus.

ConuaJjibHbIE CETH

ComuanpHasi CeTh - 3TO CaWT, KOTOPBIA MPEIOCTABISET BO3MOXXHOCTH JIFOISM
OCYIIECTBIISITh OOIIEHUE MEXITy co0oil B WMHTEpHeTe. Yaiie Bcero B HUX IS KaKIIOTO
YEeJIOBEKa BBIICTSACTCS CBOS JIMYHAs CTpPaHWYKA, HAa KOTOPOW OH YyKa3biBaeT O cebe
pasnuyHyl0 WH(pOpMAINMIO, HAaYyWHASA OT WMEHH, (aMUJIUU W 3aKaHYUBas JIMIHBIMU
doTorpadusmMu. MHOTHE T0JIB30BATCIIM HE TOHMMAIOT, YTO MH(POpPMAIHS, pa3MeIIcHHAsA
MU B COITMATIBHBIX CETSAX, MOXKET OBITh HAMJICHA U UCIIOJIh30BaHa KEM YTOJHO, B TOM YHCIIC
HEe 0053aTeNIbHO ¢ 0JaruMu HaMEPCHHUSIMU.

OcHoBHbIE COBEThI 10 0€30MACHOCTH B COIMAJIbHBIX CETHAX.

1. Orpanuub cnucok Japy3ed. Y TeOs B JApy3bsiX HE JODKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJIEH;
2. 3amuian CcBOK 4YacTHYIO X u3Hb. He ykas3piBail maposu, TeneoHbI,

aapeca, Jary TBOETO  POXIEHUA U JIPYIryl0 JIMYHYIO  HH(POPMALHIO.
3II0yMBIIUIEHHUKHA MOTYT KCIIOJNb30BaTh Jaxe MH(OPMAIMIO0 O TOM, KaK Thl U TBOU
POIMTENHN IUIAHUPYETE NMPOBECTH KAHUKYJIBL;

3. 3amumiail CBOIO pemyTaluio - JIEPKU €€ B YMCTOTE M 3ajaBail cede
BOIIPOC: XOTEN OBl Thl, YTOOBI JPYTUE MOJH30BATEIN BUIEIH, YTO ThI 3arpy’kaeib?
[Tonymail, mpexxe 4eM 4To-To OIMyOJIMKOBATh, HAIIKCATh U 3arPy3UTh;

4. Ecnu TbI rOBOpUILIB C JIFOABMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE
pealibHOE UMSI U JIPYTyI0 JHMUYHYI0 HH(OpMalMU: HUMs, MECTO JKUTEIbCTBA, MECTO
y4eObl U poYee;

5. N36eraii pasmenienus pororpaduii B IHTepHETE, Ie Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEIEIUTH TBOE MECTOIIOIOKEHUE;

6. [Ipu peructpan B COLMAIBHON CETM HEOOXOJUMO MCHOJIB30BAThH
CJIOXHBIE MMAPOJIU, COCTOAILME U3 OYKB U LU(Dp U C KOJIMYECTBOM 3HAKOB HE MEHeEE &;

7. JUist  conuanbHOW CEeTH, MOYThl M JPYrMX CaWTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mmapoyid. Toraa ecnu TeOs B3JIOMAIOT, TO 370YMBIIUICHHUKH
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JIEKTPOHHbIE JEHbI'H

DNEKTPOHHBIC IEHBIH — 3TO OYEHB yIOOHBIN CIOCO0 MIIaTeX,el, OJTHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTIT MOJIYYUTh 3TU JEHBIU.

DJIEKTPOHHBIC JICHBI'H TOSBUJINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOT0 BO MHOTHX
rocyJlapcTBax JI0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (GYyHKIMOHUPYIOT M O HHUX YK€ MPOMUCAHO B 3aKOHE, TJe MX
pa3AeisioT Ha HECKOJIbKO BHUJIOB - AaHOHMMHBICE W HE aHOHMMHBbIE. Pa3Huila B TOM, 4YTO
AHOHUMHBIE - ATO T€, B KOTOPHIX pa3peliaeTcs MPOBOIUTH Oonepanuu 0e3 uaeHTUUKAIUU
MOJI30BaTelIsl, 4 B HE aHOHUMHBIX UJECHTU(PUKAIINY TI0JIH30BATENS SIBISETCS 00s3aTEIBHOM.




Taxoke cienyeT pazinyaTh dJIEKTPOHHbIE (PUaTHBIE IEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTAaM) U DJIEKTPOHHbIE HE(UATHBIEC IEHbI'U (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).
OcHoBHBIE COBETHI 110 0€30MACHOI padoTe ¢ IJIEKTPOHHBIMHU JIEHbI AMMU

1. [IpuBsoku K cyeTy MOOWIbHBIN TenedoH. DTO caMmblii yIOOHBIH H
OBICTPBINA CITOCOO BOCCTAHOBUTH AOCTYN K cyeTy. [IpuBs3aHHbIi TenedOoH TOMOXKET,
ecnu 3a0yzelib CBOM IUIATEKHBIM Mapoyib WJIM 3aijellb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yir omgHopaszoBeie maposd. llocne mepexona Ha YCHICHHYIO
aBTOpHU3allMI0 TeOe yxke He OyJeT yrpokaThb OMAcHOCTh Kpaku WM TiepexBara
IJIaTEKHOTO MapOJIs;

3. Bri0epu cnoxublii naposas. [IpectynHukam OyAeT HE MPOCTO yrajaarhb
CJIOXHBIN maposib. HagexxHble mapoiam — 3TO Hapoiiu, KOTOPhIE COJAEPKAT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B C€Osl CTPOYHBIC U MPOIMUCHBIE OYKBBI, IIUPPHI U HECKOIBKO
CUMBOJIOB, TaKuM€ Kak 3HaK JoJuiapa, (yHTa, BOCKIMIATENbHBIA 3HAK W T.II.
Hanpumep, StROng!;;

4, He BBOAM CBOM JIMYHBIEC TaHHBIE HA CAlTaX, KOTOPBIM HE JOBEPSICUIb.

DJIEKTPOHHAS 10YTA
ONEeKTpoHHAsT II0YTa — 3TO TEXHOJOTHS M IIPENOCTABISEMBIE €I YCIYTd 10
NEPECHUIKE M TOJYYCHHIO BJIEKTPOHHBIX COOOUIEHUH, KOTOpbIE pacHpenessaioTcs B
KOMIMBIOTEpPHOU ceTh. OOBIUHO 3JIEKTPOHHBIM MOYTOBBIN SIIUK BBIMISAUT CJIECIYIOMINM
o0pazoM: UMs_TONb30BaTENA(@UMs_JTIoMeHa. Takxke Kpome mepenadyd MpOCTOro TEKCTa,
UMEETCs BO3MOKHOCTh MEPeIaBaTh (Pailiibl.
OcHOBHBIE COBETHI 10 0€301IaCHOM padoTe € JIEKTPOHHOM MOYTOM:
1. Hano BeIOpaTh mpaBWiIbHBIM MOYTOBBIA cepBuc. B HHTepHeTe ecTh
OTPOMHBIN BBIOOpP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JYYIIE JAOBEPATH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He ykaspiBaii B nuuHOM mouTe JuuHylo wuHpopmanmio. Hampumep,
Jy4Iie BRIOpaTh «My3bIKaNbHBINA (haHaT@» uinn «pok2013» BMecTo «remal3y;

3. Hcnonp3yil ABYX3TamHYH aBTOpPU3ALMI0. JTO KOrJa MOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil o SMS;

4, BriGepu cnoxublii mapois. [ Kakaoro moYTOBOTO SIIHMKA JIOJDKEH
OBITh CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

S. Ecnu ecTh BO3MOXHOCTH HamucaThb CaMOMY CBOM JIMYHBIM BOIpOC,
MCIOJIb3YH 3Ty BO3MOXHOCTb;

6. HNcnonb3yidi HECKOJBKO TMOYTOBBIX SIIMKOB. [lepBbIil 11 YacTHOM

MEPENNCKN C aapecaTaMH, KOTOPBIM Thl JOBEPSCIIb. JTO JJIEKTPOHHBIA aJpeEC HE
HAJI0 UCTIOB30BaTh MPU PETUCTPALIMM HA POpyMax U CalTax;

7. He otkpsiBail Qailibl 1 Ipyrue BIOKEHHS B MUCbMaxX AaXXe €CIU OHU
OPUILUIM OT TBOMX Jpy3eu. Jlyurie yTouHW y HUX, OTHPABISUIM JIM OHM TeOe 3TH
(haisl;

8. [locne oxoHuaHusi pabOThl HA MOYTOBOM CEPBHCE Mepel 3aKpbITHEM

BKJIAJIKM C CAUTOM He 3a0y/1b HaXKaTh Ha «BBIATHY.

KuoepOov/JaMHT WM BUPTYVAJbHOE H3€BATEILCTBO




KubepOymmHr — mpecienoBaHue COOOIIEHUSIMHU, COJACPKAIUMH  OCKOPOJIeHMUS,
arpeccHio, 3amyruBaHWE; XYyJWUTAHCTBO; COLMAIbHOE OOWKOTUPOBAHHUE C IOMOIIBIO
Pa3ITMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBETHI 10 00pble ¢ KHOEPOYITMHIOM:

1. He Opocatica B 60it. JIyummuii cmoco0: MocoBeTOBaThCS Kak ceOsl BECTH
U, €CJIM HEeT TOro, K KOMy MOKHO OOpaTHThCs, TO BHaYaje yCIOKOUThCSA. Eciu T
HAYHEIIb OTBEYaTh OCKOPOJICHHUSAMHM Ha OCKOpOJEHHs, TO TOJBKO eImie Ooblie
pa30kKeIIb KOH(PIUKT;

2. VYrpasnsii cBoeil kubeppenyTauuei;

3. AHOHUMHOCTH B ceTu MHUMasd. CylmecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHHMHBIM aKKayHTOM;

4. He crout BecTn XynuraHckuid oOpa3 BUPTyaldbHOU ku3HHU. MHTEpHET
¢ukcupyeT Bce TBOM JACHCTBHS U COXpaHSeT HUX. YJalIUTh UX OyAeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Benu cebst BEXKITUBO;

6. Urnopupyit enunnyHbli HeratuB. (OJHOpPa30Bble OCKOPOUTEIbHBIE
COOOIIEeHNS JIydlle UTHOpUpoBaTh. OOBIYHO arpeccusi MPeKpalaeTcsl Ha HadaJlbHOM
CTa/INy;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOILIEHUSIMU, B

COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTb OJIOKUPOBKHA OTHPABKUA COOOIIEHUN C
OIIPENIETICHHBIX aJIPECOB;

8. Eciu Tb1 cBuzperens kuOepOymivHra. TBouW AEUCTBUS: BBICTYNHTH
MPOTUB MpECIEN0BATENS, I0Ka3aTh €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETaTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOW HYyXHa IICUXOJOTHYECKass MOMOIb, COOOUIUTh
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO ITOBEACHHUS B CETH.

MoOuabHbIi TeJiehoH

CoBpeMenHble cMapT)OHBI U TUIAHIIETHl COJEpKAaT B cebe BIOJHE B3POCIHbIN
(GbyHKIIMOHA, U TENeph OHM MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMU KOMITBIOTEPAMH.
OpHako, CPenCTB 3alIUTHI ISl TTOJAOOHBIX YCTPOWCTB MOKAa O4YeHb Malio. TecTupoBaHUE U
IIOMCK YS3BUMOCTEH B HUX IPOMCXOAUT HE TAaK MHTEHCUBHO, Kak 1y [IK, To xe camoe
KacaeTcsi © MOOMJIbHBIX TPUIIOKECHHM.

CoBpeMeHHbIE MOOUJIbHBIE Opay3epbl YK€ NPaKTUYECKd JOTHAIM HACTOJIbHBIC
aHaJOrM, OJHAKO paclivpeHue (yHKIHMOHANa BJIEYET 3a cO0O0M OOJBUIYIO CIOXKHOCTh U
MEHBIIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAUTENMN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /11 0€30IACHOCTH MOOMWJIBLHOTO Tesie()oHA!

1. bynap octopoxken, Benp koraa Tebe mpeasiararoT OecriaTHBIH KOHTEHT, B
HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIC YCIYTH;

2. Hymaii, mpexnae dem oTnpaBuTh SMS, ¢oto umm Bumeo. Tl TOYHO
3Haellb, i€ OHU OyIyT B KOHEYHOM UTOTE?

3. Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

4, Hcnionb3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTsI MOOMJIBHBIX TEIE(POHOB;

S. He 3arpyxaii nmpunoxeHHss OT HEU3BECTHOTO HMCTOYHUKA, BEAb OHHU

MOTYT COJIEpKaTh BPEJIOHOCHOE MTPOTPaMMHOE 00eCIeueHHE;



6. [locme TOro Kak THI BBIWACHIb C CaiTa, TAE BBOAWI JIMYHYIO
uH(opMaluio, 3aiiiM B HACTPOIKK Opay3epa u yaanu cookies;

7. [leprogudeckn TpOBEpsii KakKuWe IUIaTHBIC YCIYTH aKTHMBHUPOBAHBI HA
TBOEM HOMEPE;

8. JlaBaii cBoit HOMEp MOOMIBHOTO Tele(oHa TOIBKO JIFOISIM, KOTOPBIX ThI
3HaeIIb U KOMY JIOBEpSICIIIb;

Q. Bluetooth momken ObITH BBIKIIIOUEH, KOTJa THl UM HE TMoJib3yeribes. He
3a0bIBail UHOTIa IPOBEPSITH ITO.

@OUIIHHT WM KPaKa JUYHBIX JaHHBIX
['maBuast menp ¢ummHr- Bujga MHTEpHET-MOIIEHHUYECTBA, COCTOUT B MOJyYECHUHU
KOH(UACHIIMATBHBIX JaHHBIX TOJb30BaTeNeli — JIOTMHOB W mapoiyiei. Ha anrmmiickom
s3bike phishing unTtaercs kak ¢pummHr (ot fishing — priOHas n0Bs, password — maposb).
OcHoBHBIE COBETHI 10 00pbOE ¢ PUINMHIOM:
1. Cnenu 3a cBoMM akkayHTOM. Eciu Tbl OJ03peBaclilb, 4TO TBOSI aHKETA
ObUIa B3JIOMaHa, TO HEOOXOIMMO 3a0JOKHUPOBATH €€ U COOOIUTh aJMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnions3yit 6e3omacHble BeO-CalThl, B TOM YKCJIe, HHTEPHET-Mara3nHoB
Y TIOMCKOBBIX CUCTEM;
3. Ucnonb3yit crnoxHble W pa3Hble mapoiu. Takum oOpaszoM, eciau TeOs

B3JIOMAlOT, TO 3JIOYMBIUIUICHHHKH IOJy4aT JOCTYNl TOJIbKO K OJHOMY TBOEMY
npouIII0 B CETH, a HE KO BCEM;

4. Ecin 1ebga B3noManu, TO HEOOXOOUMO MPEAyNpPeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JOOABIEHBI y T€OS B APY3bSX, O TOM, YTO T€OS B3JIOMAIH H,
BO3MOYKHO, OT TBOETO UMEHHU OyJEeT pacchulaThCsl CllaM U CCbUIKUA HAa (PMIITMHTOBBIE

CaMThI;
5. YcranoBu HaaexHbId apois (PIN) Ha MoOMIBHBIN TenedoH;
6. OTkJTrour coXpaHeHue nmapodisi B Opaysepe;
7. He otkpsiBail Qaitnbl u apyrue BIOKEHHS B MUCbMax JaXKe €CIU OHH

NPUILTA OT TBOUX JApy3el. Jlydie yTOYHM y HUX, OTHPABISIN JTU OHU TeOE ATH
Gbaib.



