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1. OBIIASI XAPAKTEPUCTHUKA PABOUYEHN ITPOT'PAMMBI
MPO®ECCHUOHAJIBHOT'O MOJY.JISI
IIM.01 HACTPOUKA CETEBOU HH®PACTPYKTYPBI

1.1. e ¥ MUIAHUPYEMbIe Pe3yJIbTATHI 0CBOEHUA NMPOGecCHOHATBHOI0 MOIYJIS

B pesynbpraTte nzydenus npodeccnoHarIbHOTO MOAYISI 00Yy4aroImUics JOKEH OCBOUThH BUJ
nesitenbHocT BJ[ 1. Hacrtpolika ceTeBoili MHQPACTPYKTYPHl COOTBETCTBYIOLIHE €My OOIIHe
KOMIETEHIIMH U TPO(HeCCUOHATIbHBIE KOMIIETEHIIUHU

1.1.1. [TepeyeHn 00X KOMIETEHITUN

Kon HaumMmeHoBaHue 00X KOMIIETEHIINHA

OK 01. | Bribupats criocoObl pemeHus 3a1a4 npodecCHOHAIBHOM AesITeIbHOCTH IPUMEHUTEIHHO
K Pa3JINYHBIM KOHTEKCTaM

OK 02. | Ucnonb30BaTh  COBPEMEHHBIE CpEICTBAa IIOMCKA, AaHaIW3a M UHTEPIpPETALNU
uHpopMarmi ¥ MHGOPMALMOHHBIE  TEXHOJOTMM Uil  BBINOJHEHHA  3a7ad
poecCHOHALHON e TEIIBHOCTH

OK 03. | [ImanupoBaTh H pEaTM30BBIBATH COOCTBEHHOE TPO(PECCHOHATBHOE W JHYHOCTHOE
pa3BUTHE, MPEIIPUHUMATENBCKYIO JESITEeIbHOCTh B HpodeccHOHaIbHON  cdepe,
WCTOJNB30BATh 3HAHUS MO TPABOBOH W (MHAHCOBOW TPAMOTHOCTH B Pa3IMYHBIX
JKM3HCHHBIX CUTYyalluAX

OK 04. | DddexkTuBHO B3aNMOICHCTBOBATL M padOTaTh B KOJUICKTUBE U KOMAH]Ie

OK 05. | OcymiecTBasaTh YyCTHYIO U NMHCBMEHHYK0 KOMMYHHMKAILMIO HAa TOCYAAPCTBEHHOM S3bIKE
Poccuiickoil @enepanyy ¢ yuetoM 0cOOEHHOCTEHN COLMAILHOTO U KYJIbTYPHOIO KOHTEKCTa

OK 06. HpOHBJ’IHTB TPaXXAAHCKO-TIATPUOTUIYCCKYHO IMO3ULUI0, ACMOHCTPHUPOBATH OCO3HAHHOC
MMOBCACHUE HA OCHOBC TpaJUIIMOHHBIX pOCCPIfICKHX AYXOBHO-HPABCTBCHHBIX HGHHOCTef/'I,
B TOM HYHUCIIEC C YUYCTOM TapMOHH3alUH MCEKHAIWOHAIBHBIX W MECKPCIUTHO3HBIX
OTHOIHGHHﬁ, MMPUMCHATH CTAaHAAPTHI AHTUKOPPYHNIMOHHOTO MOBCACHUS

OK 07. | ConeiicTBOBaTh COXPaHEHHUIO OKPYKAaIOILIEH cpenbl, pecypcocOepekeHnto, MPUMEHSITh
3HaHHUS 00 M3MEHCHHH KIIMMAaTa, MPUHITUIBI OSPEXITMBOTO MTPOU3BOJICTBA, 3(PPEKTUBHO
JICICTBOBATh B UPE3BBIYANHBIX CUTYAIUSIX

OK 09. | [lonb3oBarbecst  mpoeccCHOHANBHOM — JOKYMEHTAallMel Ha  TroCyAapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX

1.1.2. Ilepeyenp nmpodeccHOHATBHBIX KOMIETEHINH

Kon HaunmeHoBaHMe BUa A€ATEIBHOCTH U NPO(ECCHOHAIBHBIX KOMIIETEHIUH

B/ 1. HacTtpoiika ceTeBoii HH(PaCTpyKTyphl

IK 1.1. JIOKyMEHTUPOBaTb  COCTOSHUS  MH()OKOMMYHMKAIIMOHHBIX  CHCTEM M HUX
COCTaBJISIOUIMX B IPOLIECCE HATAAKHU M DKCILTyaTalluu

IK 1.2. [TonnepxuBaTh pPabOTOCIIOCOOHOCTH aNmapaTHO-MPOTrPAMMHBIX CPEACTB YCTPOMICTB
MH()OKOMMYHUKAIIMOHHBIX CUCTEM

I1K 1.3. YcTpaHsTh HEMCIIPABHOCTH B paboTe MHPOKOMMYHHUKAIIMOHHBIX CUCTEM

[1K 1.4. [IpoBOINTE NPUEMO-CHATOYHBIE HCIIBITAHUS KOMIIBIOTEPHBIX CETEH M CETEBOrO

000pyIOBaHUS PA3IMYHOTO YPOBHS U OIIEHKY KaueCTBa CETEBOU TOIMOJIOTUU B paMKax
CBO€I1 OTBETCTBEHHOCTH

IIK 1.5. OcCyIecTBIATh pe3epBHOE KOMMUPOBAHUE M BOCCTAHOBIIEHNE KOH(MUTYPAIIMH CETEBOTO
00opyoBaHUs HHPOPMAITMOHHO-KOMMYHUKAIIMOHHBIX CHCTEM

IIK 1.6. OcyiecTBIATh UHBEHTAPU3ALUIO TEXHUUYECKUX CPEACTB CETeBOM HMHEOPaCTPyKTYpHI,
KOHTPOJIb 000PYI0BaHMsI [TOCIIE TPOBEACHHOTO PEMOHTA

IK 1.7. OcCymIecTBIATh perjaMeHTHOE OOCTYXHBAaHHUE M 3aMEHY PAaCcXOJHBIX MaTepuajoB
nepudepuifHoro, CETEBOr0 W CepBEPHOro 00OpyIOBaHUS MHPOKOMMYHHKAIIMOHHBIX
CHCTEM




1.1.3. B pe3ynbprare ocBoeHHUs TPOPECCHOHATTEHOTO MOYJIST O0YJArONTUICS JOJIKEH:

Bnanets
HaBBIKAMHU

COCTaBJICHUS PETJIAMEHTHBIX OTYETOB O 3aMEUYCHHBIX OTKJIOHECHUSX OT IITATHOTO PEKUMa
(hYHKIIMOHUPOBaHUS HH(POKOMMYHHUKAITMOHHBIX CUCTEM;

JOKYMEHTHPOBaHHs 0a30BOil KOHPUTYpAIlMU U MIPOrPAMMHOTO OOECTIeUeHHs] YCTPOHCTB
MH()OKOMMYHHUKAITMOHHBIX CHCTEM;

YCTaHOBKHM MH()OKOMMYHHUKAITHOHHBIX CHCTEM HA pabOYMX MECTaxX COrJacHO TPYAOBOMY
3a/IaHMIO;

BBITIOJTHEHUS JUATHOCTUKA amlMapaTHBIX OMIMOOK YCTPOMCTB WH(OKOMMYHHKAIIHOHHBIX
CHCTEM;

JICMOHTa)Ka W 3aMEHbl  y3JIOB M  D3JEMCHTOB  OTACIBHBIX  YCTPOWCTB
MH()OKOMMYHHUKAITMOHHBIX CHCTEM, B TOM YHCIIE Iepru(epriftHOT0 060pyAOBaHUS;

BBISBJICHUS COOEB M OTKA30B CETEBBIX yCTpOfICTB 1 OIIEPAITMOHHBIX CUCTEM;

OMNpCACIICHUA c00€EB 1 OTKA30B CETEBBIX yCTpOﬁCTB 1 ONICPAalIMOHHBIX CUCTEM;

YCTpaHEHHs TOCIIEACTBUI COOEB M OTKA30B CETEBBIX YCTPOUCTB M OIMEPAI[HOHHBIX
CHUCTEM;

ONpelesieHNs] NPUYMH BO3HUKHOBCHMS KPUTHUYECKMX HHIMIACHTOB Hpu padote
MPUKIIATHOTO POTPAMMHOr0 00eCTIeYeHNSI;

MOATOTOBKHU K IMTPOBCACHUIO IMPEABAPUTCIBHBIX HCHBITaHHﬁ;

cocTaBlieHHs TpaduKa NpeABapUTENbHBIX HCIBITAHUI,

OITOBEIICHHMS ITOJIH30BaTEIICH O BO3MOKHBIX NEPEPhIBAX B MMPEAOCTABJICHUN CEPBUCOB;

BBITTOJIHCHU MTPEABAPUTCIIBHBIX HCHLITaHHﬁ;

BOCCTAHOBJICHHUS MApaMETPOB M0 YMOJIYAHHIO COTJIACHO MOKYMEHTAIIMH ONEPAIlMOHHBIX
CHUCTEM;

BOCCTaHOBJICHHSI IAPaMETPOB IIPU IIOMOIIX CEPBEPOB APXMBUPOBAHMUS,

BOCCTaHOBJICHHUS IIapaMeTPOB MPH MOMOIIY CPEACTB yNPABICHUS CHELHANTN3HPOBAHHBIX
OIIEPALIMOHHBIX CUCTEM CETEBOr0 000PYAOBAHUS;

IUIAHUPOBAHUS  pAcHUCAaHUS  apXMBUPOBAHHA M apXUBUPOBAaHHE  IapaMeTpoB
M10JIb30BATEJICKUX YCTPOMCTB,;

COTIPOBOXK/ICHUS CEepBEpOB apXUBUPOBAHUS MIPOrpaMMHOI0 obecrieueHust
WHPOPMALTMOHHO-KOMMYHHUKAIIHOHHON CUCTEMBI;

MOHUTOPHUHI'A TPOBCACHHOT'O IIJIAHOBOT'O ApXHUBHUPOBAHHNS ITOJIB30BATCIILCKUX YCTpOfICTB;

IMPOBCACHUS NHBCHTAPU3ALINN;

IIPOBEPKU OTYETOB IO PE3yJNbTaTaM WHBEHTAPU3ALMA U CIMCAHMS allllapaTHBIX,
IPOrpaMMHO-aIIaPaTHBIX U POTPAMMHBIX CPEJICTB;

(¢uKCUpOBaHUS B  JKypHaJIE€ HMHBEHTAPHBIX HOMEPOB  TEXHUYECKHUX  CPEJCTB
aIMHHHCTPHPYEMOH CeTH;

(¢uKcUpoBaHUST B JKypHaJle  MECTOPACHOJOXKEHHS  TEXHHYECKUX  CPEICTB
AMUHUCTPUPYEMOH CETH;

MapKHPOBKM TEXHUYECKUX CPEACTB aIMUHUCTPUPYEMOIL CETH;

KOHTPOJISI OCTATKOB 3aIlaACHBIX qacTel u O60py,I[OBaHI/I$I 110 3aMCHY;

KOHTpOJIS coOr0IeHns rpaduka NpopMIaKTUIECKOro 00CTy)KHBaHUS 000y I0OBaHNS,

BHECCHHUS JaHHBIX O MPOBEJIEHHBIX padoTax B MHGOPMAIMOHHYIO CUCTEMY YIpPaBICHUS
3aracaMy U pEMOHTOM;

BHCCCHHA JaHHBIX 00 UCIOJIb30BAHHBIX 3alaCHBIX YACTIX B I/IH(I)OpMaLII/IOHHy}O CUCTCMY
YIPaBJICHUA 3a0acaMyd U pEMOHTOM,;

YmMmern

I0JIL30BaTHCS HOPMAaTHBHO-TEXHUYECKOH JIOKyMEHTaIuen B obnacTu
MH(POKOMMYHUKAIIMOHHBIX TEXHOJIOTHI;

COHpOBO)K,I[aTL/ BCCTH TCXHUYCCKYIO AOKYMCHTAIUIO oo 00BEKTaM
I/IH(i)OKOMMyHI/IKaI_II/IOHHLIX CHUCTEM

KOHTPOJIMPOBATh HAJIIMYME M JIBWJKEHUE AallapaTHbIX, [POrPaMMHO-ANIAPATHBIX U
POrpaMMHBIX CPENICTB;

pa60TaTI> C PIH(bOpMaL[HOHHOﬁ CHCTEMOH 110 YIPABJICHUIO 3allaCaMi U pCMOHTOM;

0 OpMIIATE 3asBKH Ha MaTepUAITbl U KOMIUICKTYIOIIHE HHPOKOMMYHHKAIIHOHHBIX
CHCTEM;




MPUMEHSITh HHCTPYKIMY IO YCTAHOBKE M AKCILTyaTaluy nepudepuitHoro o60pynoBaHusi;

BBIIIOJHATh 3aMEHY PAcXOIHBIX MAaTepUalioB M KOMIUICKTYIOIINX Iepu(epuitHOro
000pyIOBaHMS;

HCIIOJIBb30BaTh KOHTPOJIbHO-U3MEPUTCIILHOC O60py1'[0BaHI/IC JJIsL IMPOBCPKU
DJICKTPUYCCKUX COGILI/IHGHI/Iﬁ yCTpOﬁCTB I/IHq)OKOMMyHI/IKaHI/IOHHI)IX CHCTCM,

BBIABJIATE MW YCTPAHATb MCEXAHUYCECKUEC TIOBPCKACHUSA U ,I[e(l)eKTBI yCTpOfICTB
I/IHCI)OKOMMyHI/IKaHI/IOHHLIX CUCTCM,

I/II[eHTI/I(bI/IHI/IpOBaTI) WHIUACHTBI, BO3HUKAKOIIHUEC TMpPHU YCTAHOBKE MPOIrpaMMHOI0
06CCHe‘leHI/I}1, 1 MPUHUMATh PCHICHUC 00 U3MEHEHUN Mpoucayphbl YCTAHOBKH,

OIICHHUBATh CTEIICHh KPUTHYHOCTH UHIIUICHTOB IpU pad0Te MPUKIAIHOTO IPOrPAMMHOIO
obecreyeHus;

YCTPAHATH BOSHUKAIOIINEC MHIUACHTEI,

MPOU3BOANTh MOHUTOPUHI aIMUHHCTPUPYEMON HH(GOPMAITHOHHO-KOMMYHUKAIIMOHHOH
CHCTEMBI,

TOKYMEHTHPOBAaTh YYETHYI0 HH(pOpManuio 00 WCIOIB30BAaHUH CETEBHIX DPECypCOB
COTJIACHO YTBEP)KJICHHOMY IpaduKy;

UICHTU(DUIIMPOBATh WHIMJICHTHI, BO3HUKAIOIIME IIPH IPOBEJACHUH IPEIABAPUTEIBHBIX
HCITBITAaHUH;

HCIO0JIB30BATh NPOLCAYPBI BOCCTAHOBJICHUA JaHHBIX;

ONpeaACIATL TOUKHW BOCCTAHOBJICHUA JAHHBIX,

OLICHUBATh PUCKU NIEPEPHIBOB B IPEOCTABICHUH CEPBUCOB IIPH IPOBEACHUY UCIIBITAHUM;

pabotaTh C cepBepaMHM apXMBHPOBAHMS M CPEICTBAMH YIPABJICHHUS OIEPALOHHBIX
CHCTEM;

BBITIIOJIHATE IJIAHOBOC apXUBUPOBAHUC IMPOrpaMMHOTO O6CCHC‘ICHI/I}I IIOJIB30BaTCIIbCKUX
YCTPOMICTB COrNIaCHO rpaduKy

pabotaTh C JOTOBOPDHOW W OTYETHOM JIOKyMEHTAaIled Ha OOCIy)XHBaeMYIO
nHGOPMALMOHHO-KOMMYHHUKAIIMOHHYIO CUCTEMY;

3HaTh

IpaBuJia U MpoUCAypPhbl NPOBCACHWA WHBCHTAPU3AIUH,;

MpaBWjia MapKUPOBKU YCTPOHCTB M 3JEMEHTOB HH(POPMAIMOHHO-KOMMYHUKAIIMOHHOMN
CHCTEMBI;

OCHOBBI JCJIOITPOU3BOJCTBA,

MpoucaAyphbl CIIMCaHUA TEXHUUYCCKUX CPCICTB,

IMPpOrpaMMHBIC CPEACTBA MHBCHTAPHU3aAIlIH

NPUHIMIIEL KJIaccHUKAIMY B KOJIWPOBaHHs HHQOpMaIINK;

THUIIOBBIC BAPUAHTHI B3AUMO3aMCHIACMOCTH,

NPUHIUITBEI OPTaHU3alUH HH)OKOMMYHHUKAIIMOHHBIX CHCTEM IO YIPABJICHHIO PEMOHTOM
1 00CITy)KHBaHHEM;

TUTIOBBIE CPOKH MPOBEICHHS MPOPHIAKTHUECKIX PEMOHTOB;

TCPMUHOJIOTHS U ITpaBUJId YTCHUSA TEXHUYCCKOU JAOKYMCHTAIIUH,

npaBwia oGOpPMIICHHUS TEXHUYECKOH JOKYMEHTAMH TI0 pe3yiabTataM MpPOBEPKU
paboTOCIIOCOOHOCTH YCTPOMCTB HH(POKOMMYHHKAIIMOHHBIX CUCTEM;

OCHOBBI aPXUTEKTYPbI allIapPATHBIX CPEACTB;

TTPUHIUAIIBI prHKLIHOHHpOBaHI/ISI aIrapaTHbIX CPECACTB BBIYHCIIUTEIIFHOMN TCXHUKH,

THUIIOBBIC PCIITIAMCHTHIL O6CJ'Iy)KI/IBaHI/IH armnapaTHbIX CPCACTB,

crocoObl  OOHAapyXEHHS  MEXaHWYECKHX  HEeNoJaZoK B pabdoTe  yCTPOMCTB
WHPOKOMMYHHKAIIMOHHBIX CUCTEM, TPUYMHBI UX BO3HUKHOBEHUS ¥ IIPUEMbl YCTPAHEHHUS;

TpeOOBaHU OXpaHbI TPpyAa Mpu padoTe ¢ anmapaTHBIMH, MTPOrpaMMHO-ANIAPaTHRIMU U
MPOrpaMMHBIMHU CPEICTBAMU aJIMUHUCTPUPYEMON HH)OPMAIMOHHO-KOMMYHHKALIMOHHON
CUCTEMBI

TpeOOBaHU OXpaHBl TPyJa MpH padoTe C CETeBOW ammapaTypodl agMHUHHCTPHPYEMOit
WH(GOPMALMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;

JIUIICH3UOHHBIE TPEOOBaHUS IO HACTPOMKE W OIKCIUTyaTallid yCTaHABIMBAEMOTO
MIPOTPaAMMHOTO O0ECTICUCHHS,

OCHOBBI ApXHUTCKTYPHI, yCTpOﬁCTBa n Q)yHKHHOHI/IpOBaHI/IH BBIYHCIIUTCIIBHBIX CUCTEM,

o0Iye MPUHIMIBL QYHKIIMOHUPOBAHUSI aNMapaTHbIX, MPOTPAMMHBIX W MPOTrPaMMHO-
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anmapaTtHbIX  CPEICTB  aIMHHUCTPUPYEMOW  HMH(POPMALMOHHO-KOMMYHUKAITHOHHON
CHCTEMBI;

apXUTEKTypa amlmapaTHbIX, MPOTPAMMHBIX U TPOTPAMMHO-AMIAPATHBIX CPEICTB
aJIMHHUACTPHUPYEMOH MH(OPMAITMOHHO-KOMMYHUKAIIMOHHON CHUCTEMBI,

Tpe60BaHI/I$I K KOMIIBIOTCPHBIM CCTAM;

ApXHUTEKTYpa MPOTOKOJIOB;

CTaHJIapTH3aIus CeTeu;

9TaIlbl IPOSKTHPOBAHHS CETEBOH HHPPACTPYKTYPBHI;

opranmzanus paboT MO BBOAY B AKCIUTyaTallMI0 OOBEKTOB U CETMEHTOB KOMITBIOTEPHBIX
CeTeH;

CTaHIapThl I(a66J'ICI71, OCHOBHBI€ BHJIBl KOMMYHHUKalIMOHHBIX YCTpOﬁCTB, TEPMHUHBI,
MOHATHA, CTAHAAPTBI U TUIIOBBIC 3JICMCHTLIL CprKTypHpOBaHHOﬁ KaOeNbHON CHCTEMEI:
MOHTaX, TCCTUPOBAHUC,

Cp€ACTBA TECTUPOBAHUA U aHAJIN3A,

MIPOrpaMMHO-aNapaTHhIE CPEACTBA TEXHUIECKOTO KOHTPOJIS;

HUHCTPYKOHUU IO YCTAHOBKC aAMHUHUCTPUPYCMBIX CETCBLIX YCTpOﬁCTB I/IH(bOpMaHI/IOHHO-
KOMMYHHKaHHOHHOﬁ CHUCTCMBI,

OTpPacCJIEBBIC HOPMATHUBHBIC IIPABOBLIC AKTHI;

TUIOBBIE CPOKM  3aKJIIOYEHUs M  JEHCTBHS JOTOBOPOB HAa  OOCIIy>KUBaHHE
WHPOPMATMOHHO-KOMMYHUKAIIHOHHON CUCTEMBI;

HeﬁCTBYIOHlHC B OpraHusaliyy JIOKaJIbHbIC aKThl Ha O(l)OpMJ]CHI/IC 3asBOK Ha MaTCpHaJibl U
KOMITJICKTYIOIIHE.

1.2. Kosim4ecTBO 4aCOB, 0TBOAUMOE HA OCBOEHHE NPO(eCCHOHATBHOT0 MOAYJIS

Bcero gacos 760,
B TOM 4HCIIe B POpPME MPAKTUYECKON MOATr0TOBKHM 458 uac.

N3 Hux Ha ocBoeHue MJIK 502 yaca,

B TOM 4HcClie camocTosTenbHas padota 30 yacos, mpoMexxyTouHasi aTTectanus 12 4acos;
pakTUKK 252 yaca,

B TOM 4ucIie yyeOHas npakTuka 36 yacoB, IPOU3BOACTBEHHAs MpakTHKa 216 yacos.
[TpoMexxyTodHast aTTeCTAIHS 110 MPOPECCHOHATHFHOMY MOAYIIO B (hopMe IK3aMeHa — 6 4acoB.

1.3 Od6ocHoBanune yacoB BapuatuBHoii yactu OINIOII-II

Ne i/

KoaunuyecTBo 4acoB Oo6ocHoBanue

1

264 OO0BeM BpeMeHH, OTBEJICHHBIH Ha OCBOEHHUE MPO(ECCHOHATLHOTO
MOJYJIs, YBEJIWYEH 3a CUYeT YacoB BAapUAaTUBHOM YacTH IO
pelieHno  o0pa3oBaTeNbHONW OpraHu3auuu. JlOMOJHUTENbHbIE
yachl HalpaBJIEHbl Ha PACUIMPEHUE U YIIyOJeHHe MOATOTOBKH,
olpezaensieMon COJIep>)KaHUEM o0s13aTeNnbHON 4acTH
MexauciummuHapaeix kypcos MJIK.01.01, MJIK.01.02 u MJIK
01.03. B pamkax mpodeccrHoHaIbHOT0 MOAYNIS (HOPMHUPYIOTCS
npodeccuonanpabie kKommerenuu [1K 1.1., TIK 1.2, TIK 1.3, TIK
1.4, 1IK 1.5, IIK 1.6, IIK 1.7.




2. CTPYKTYPA U COAEP KAHUE ITIPO®ECCUOHAJIBHOTO MOAYJIA

2.1. CTpykTrypa npogeccHOHATBHOT0 MOIYJIs

BT.Y.B

O6beM npodeccHoHaTBHOTO MOIYJIA, aK. 9ac

bopm Ob6yuenne nmo MIK [IpakTuku
Konapr opme B TOM YHCJIE
(1) HanmenoBanus pa3aeiion Bcero IpaKTH T 6
MIPOQCCCHOHATLHAIX 1 npo(heCcCHOHATBEHOTO MOJTYJIS 4acoB | 4YecKoi abOpaTOPHBIX KypcoBbIx
00IIUX KOMIIETEHINIH Bcero u CaMocTosTeNbHas [IpomexyTouHas IIpousBoact
HOATOT pa6ot 6 VyebHas
OBKH HpaKTI/I‘IeCUKI/IX (HpoeKTOB) paooTra aTTeCcTalus BCHHas
3aHATUHU
1 2 3 4 5 6 7 8 9 10 11
K11 -1K 17, | Pa3uea 1. KomnbroTepHbie 189 62 189 62 - 9 6 - -
OK01-O0KO07., | cerm
OK 09.
K 1.1. -1IK 1.7., | Pa3nea 2. Opranusamus, 211 112 211 82 30 17 6 - -
OK 01.-OK 07, NPUHIMIIBI TIOCTPOCHHS U
OK 09. (GYHKIIHOHHPOBAHUS
KOMIbIOTEPHBIX ceTeil
MK 1.1.-TIK' 1.7., | Pa3aen 3. besonacHoctn 102 32 102 32 - 4 - - -
OK01.-0K 07, KOMITbIOTEPHBIX ceTeil
OK 09.
K 1.1.-1IK 1.7, | YyeOHas mpaKkTHKa 36 36 - - - - - 36 -
OK 01.-OK 07.,
OK 09.
K 1.1. -1IK' 1.7., | TIpon3BoAcTBeHHasI 216 216 - - - - - - 216
OK 01., OK 02., npaKTHKA
OK 05., OK 06.,
OK 07., OK 09.
IpomexyTouHas 6 - - - - - 6 - -
aTTeCcTANMS
Bcero: | 760 458 502 176 30 30 18 36 216




2.2. TemaTH4ecKuii IJIaH U cojiep:kaHue NpodeccuoHaIbLHOro moay.as (IIM)

HaumeHnoBaHue pa3aeiioB H

Oo0bem, akaj.

TeM Npo(ecCHOHATLHOTO Conep:kaHue yueOHOro MaTepuaa, :;z;eor
mozy.s (IIM), JIa00paTOpHbIe M NPAKTHYECKHE 3aAHATHS, CAMOCTOSITeJIbHASA padoTa o0yyaommxcs, KypcoBasi padoTa dbopme Kon IIK, OK
MEKIUMCHUIIHHAPHBIX (mpoexT) NMPAKTHYEeCKOH
KprOB (MI[K) MOAr0TOBKH,
aKal. 4
1 2 3 4
Paznen [IM 1. KomnbloTepHble ceTH 189/62
MJK.01.01KoMnboTepHbI€e CETH 189/62
Pa3nen 1.BBenenne B ceTeBbie TEXHOJTOTHHU 96 /32
Tema 1.1. O6mas Conep:xaHue 4 K 1.1, K 1.2,
XapaKTepuCTHKA Bujsl KOMIBIOTEPHBIX ceTeil. [706anbHBle M JOKaIbHBIE CETH. BHIBI CETEBBIX ApXUTEKTYP. [K 1.4.IIK 1.6.,
KOMIIBIOTEPHBIX ceTeil OcHOBHbBIE KOMITOHEHTHI CETEH, CeTeBas cpelia U CeTeBble yCTPoWCTBA. TEXHONIOTUH MOAKIIOUEHUS K17,
k HWareprer. KadectBo m HajexxHOCTh ceTeil. OCHOBHBIE TIOHSATHS CETE€BO 0€30MacHOCTH. (C))II<< %11 C())II<< 8§
TeHneHIUN pa3BUTHS ceTel OK 07..0K 09.
Tema 1.2. CereBble Conep:xanue 6 MK 1.1., 11K 1.2,,
NMPOTOKOJbI U KomupoBanne u mapamerpsl coobmieHusi. CereBble NMPOTOKONBL. B3ammoseiicTBue MPOTOKOJIOB. IK' 1.4, 1K 1.5,
KOMMYHHKAILUU Hab6op npotokomoB TCP/IP u mpomecc oomena naHHbIMU. OpraHu3aluy IO CTaHIAPTHU3AIUU: IK'1.6.1IK 1.7,
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBHeBsie Mogenu OSI u TCP/IP. Makancynsmus JaHHBIX. %?{%118}5852
[MpotokonbHbie Onoku manHbix (PDU). Jloctynm k JokainbHbIM pecypcam. CereBas ajpecanus. OK 07” OK 09"
MAC- u IP- anpeca. Jloctyn x ynanéHasiM pecypcam. [1r03 mo ymorganmro ’ '
Tema 1.3. Cerenoii noctyn | Coaep:kaHue 6 K 1.1, K 1.2,
[IpoTokonel u craHmaptel ¢usnueckoro ypoBHA. CrocoObl mogxkmoueHus K ceTH. CeTeBble IIK 1.3, TIK 1.4,
nntepgeiicasie 1atel (NIC). Cpensl mepenaun AaHHBIX M WX XapaKTEPUCTUKU: MPOIYCKHAs IK 15, K16,
CIOCOOHOCTh, TTPOU3BOAUTENBHOCTh. Busl MenHbIX ceteBbix kadenei: UTP, STP, koakcuanbHEIi. OK 1(;[]K 107K 02
Pa3HoBHIHOCTH, OCOOEHHOCTH NPOKJIAIKA M TecTupoBaHusi kabenel. CTpykTypa U OCOOCHHOCTH OK 0 4.’OI< 05"
MPOKJTaZKU ONITOBOJIOKOHHBIX Kabesei. bectipoBoaHbie cpeacrsa mepeaayun naHubix. Crangapt Wi- OK 07..’,OK 09"’

Fi IEEE 802.11.

KananpHblil ypoBeHb W ero mogypoBHH: YnpasieHue jorndeckuM kaHaioMm (LLC) u Ympasnenue
JocTynoM K cpene niepenaun qanHeix MAC. CTpykTypa KaJipa KaHAIBHOTO YPOBHS W TPHHIIUIIBI
ero ¢popmupoBanust. CTaHAAPTH KaHATBHOTO ypOBHs. PU3NYECKas M JIOTUYECKast TOTOJOTHS CETH.
Tomonoru «TOYKA-TOUKA», «3BE3/1a», «IOJHOCBSI3aHHAS», «KOJIbIeBas». l[lodaymyruiekcHas u
MOJTHOYTIIEKCHAs mepenaya qaHHbx. Ocodennoctu kaapos LAN, WAN, Ethernet, PPP, 802.11.
KonconpHBIN 10CTYT, YOAICHHBINA J0CcTyn ¢ moMombio Telnet m SSH, ncronp3oBanue nopra AUX
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Tema 1.4. CeTeBble
TexHnoJoruu Ethernet

Conepxanue

CewmeiictBo cetebix TexHojoruid Ethernet. Ilpunmun paGoter Ethernet. BzammopelicTBue Ha
noxypoBHsx LLC u MAC. Ymopaenenue moctymom K cpene mepemaun nanaeix (CSMA). MAC-
aapec: uaentudurauusi Ethernet. AtpuOytel kagpa Ethernet. IlpenctaBnenms MAC-agpecos.
OHO- U MHOT0aAPECHOH, MIUPOKOBeIaTeIbHOM pacchiiok. CkBo3HOoe moakmouenue, MAC- u IP-
azapeca.

[Iporoxon pazpemenwust aapecoB (ARP): mpuHIMIBEI paboTHI, PO B MpOIlecce yAAICHHOTO 00MeHa
nanaeiMd. Tabmunsl ARP Ha cereBbix ycrpoiicTBax. OCHOBHBIE HemocTaTku mpoTokosna ARP -
Harpy3ska Ha cpeny nepenaun 1aHHBIX U 0€30M1aCHOCTb.

OcHoBHas uHpopManms o moprax kommyTaropa. Tadmuia MAC-agpecoB koMmmyTaTtopa. OyHKIHS
Auto-MDIX. O®ukcupoBaHHass H MOAyJbHas KoH(pUTypaluu KommyTaropoB. CpaBHeHHE
KOMMYTalld ypoBHA 2 © ypoBHSA. BupryaneHblii wuHTepdeiic kommyrtatopa (SVI),
Mapmpytusupyemsiii nopt, EtherChannel yposns 3. Konduryparwst MapmpyTusupyemMoro mopra

MnK1.1., 11K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
K 1.7,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07.,0K 09.

Tema 1.5. CeTeBoii
YPOBE€Hb

Conep:kanue

CereBoli ypoBEHb B IIpoliecce mepenauyr AaHHbIX. [IpoTokonsl cereBoro ypoBHS. OCHOBHBIC
xapaktepuctuku [P-mporokona. Ctpykrypa nakeros [IPv4 u [IPv6. OcoOEHHOCTH U MPEeUMyIIeCcTBa
npotokoiga Pv6. Meronsl MapmipyTuzanmuu  y3moB. Ta0muia MapumipyTH3alud — y3JI0B U
MapmpyTu3aTtopa s mporokonoB IPv4 u IPv6. YcrpoiictBo MapmpyTtusatopa — [Ipomeccop,
MaMATh, ONEpAIMOHHAs cucTeMa. [loAxiIrovueHne K MaplmipyTU3aTopy 4Yepe3 pa3udHbIC IOPTHI.
Hactpoiika WCXOMHBIX TMapaMeTpoB, WHTEP(PEHCOB, MUIO3a 10 YMOJIYAaHUIO M JPYTUX
XapaKTePUCTHK MapIIpyTU3aTopa

MK 1.1, IIK 1.2.,
MK 1.3, 11K 1.4,
K 1.5., IIK 1.6.,
MK 1.7.,
OK 01., OK 02,,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07.,0K 09.

Tema 1.6. TpancnopTHbIi
YPOBEHb

Conep:xanue

Haznauenwue u 3a1a4u TPaHCTIOPTHOTO YPOBHSI.

MynpTHUINIEKCHPOBaHUE CEaHCOB CBA3M. Ommcanume u cpaBHeHue mnpotokonoB TCP n UDP —
Ha/IeKHOCTh M HPOU3BOAUTEIILHOCTh, 00JaCTh NPUMEHEHHs. AApecanusi TMOPTOB U CErMEHTaLUs
TCP u UDP. O6men manusivu o TCP. Iponecest TCP ceprepa. YcranoBnenune TCP-coennHenns
u ero 3asepuieHue. [IpuHumne! «TpéxcroponHero pykonoxarus» TCP. HagéxnocTs 1 ynpasnenue
norokoM TCP - IloaTBep:k/ieHHE TONMY4YEeHUsI CETMEHTOB, NOTEPs JaHHBIX U NTOBTOpHAs INepenadya,
yrpasneHne morokoM. OOMeH naHHbIMH c mcronb3oBanrneM UDP. [poreccer n 3anpocsr UDP-
cepsepa, UDP-natarpammel, mporeccsl UDP-kimmenta. [punoxxenws, ucrons3yronume UDP u TCP

MnK1.1., 1K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5., IIK 1.6.,
K 1.7.,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07.,0K 09.

Tema 1.7. YpoBenn
NPHJI0KeHUH

Conep:xanue

YpoBeHb TPWIOKEHHWH, YpPOBEHb TMPEICTABICHUS W  CEAaHCOBBIH  ypoBeHb. llpumepsl
pacipocTpaHeHHbIX NpuiIokeHni. [IpoTokoms! ypoBHs npunnoxkenuit. Ogaopanroseie cetu (P2P).
Mogenb Trma «kinueHT-cepsep». 0630p mpotokoso HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a
noMeHHbIX UMEH (DNS). ®opmar coobmennit u nepapxust DNS. Ytunura «nslookupy». Cmyx0a
DHCP. Ilporokon nepenauu daiinos (FTP). [Iporokon oOMeHa OJIOKaMU CEPBEPHBIX COOOLICHHIA

MnK1.1., 11K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
K 1.7,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,
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(SMB). Konnerniiuu «Bceoosemmromuii Uatepuer» BYOD. [loctaBka 1aHHBIX 10 KOHBEPTCHTHBIM OK 07.,0K 09.
CeTSIM
Tema 1.8. IP-agpecanus Coaepxanne 6 IK 1.1, TIK 1.2,,
Crpykrypa IPv4-anpeco. Cereas u y3inoBas yacTh IP-anpeca. IIpeo6pasoBanue afpecoB MEXKIy IIK'1.3., 11K 1.4.,
JIBOMUHBIM U JIeCATEpUYHBIM NpezcTaBiaeHrueM. Macka noncetu IPv4. CereBoil anpec, aapec y3ia u IIK1.5, IIK 16,
MIMPOKOBeaTeNsHBIN aipec cetu [Pv4. [lprucBoenne y3imy craTndeckoro u AuHamudeckoro [Pv4- OK 1(')11K lOZ( 02
aapeca. MmuoroangpecHass mnepenada. Ilyommunsie wu dwactHeie [Pv4-agpeca. [Pv4-ampeca OK 03:’ OK 0 4
crieranbHOro HazHayeHus. [IpucBoenue IP-agpecos. OK 05.: OK 06.:
ICMP-cepBucel. Otimumst  juis  npotokoioB IPv4.  CoobOmenus ICMPv4 <«Bampoc k OK 07.,0K 09.
MapmpyTtuzaTopy», «OOBSBICHHE OT MapIIpyTH3aTopa», «3ampoc COCEMHEro y3lIa» |
«O0BsBICHNE CcOceHEero y3nay. TecTHpoBaHUE CETH € TMOMOMIBI0 3X0-3ampocoB. TpaccupoBka
MapuipyTta. Bpems mpoxoxaeHus curHana B mpsiMoM W oOpaTHoMm HanpasieHusx (RTT). Bpewms
sxkuzau (TTL) IPv4 u penen nepexonos [Pv4
Tema 1.9. Paznenenne IP- Coaep:xanue 6 K 1.1, K 1.2,
ceTeil HA MOJACeTH Cermenranus [P-cereit. OOMEH naHHBIMH MEXKIy mojaceTsmu. [laHupoBaHue ajapecalvu B 1K 1.3, IIK 1.4,
nojcersix. PacueTHele (QOpMyINBI ANl CErMEHTAllMH ceTH. Pa3OueHne Ha TOACETH Ha OCHOBE IIK 1.5, IIK 1.6.,
TpeOOBaHUIA Y3JI0B U CETEH, B COOTBETCTBUU C TpeOoBaHUsIMU ceTeld. OnpeenieHne MackH TMOACETH. OK EIIK IO§< 02
Paz0Ouenue Ha TIOJICETH C MCIIOJIb30BaHUEM Macku nepeMeHHon JumHbEl (VLSM). bazoBas monenp u OK 03" OK 0 4"
HasHaueHne OmokoB ajpecoB VLSM. IlmanupoBanue anapecarmu cetdn. (OCOOEHHOCTH OK 05:: OK 06::
npoektupoBanusi [Pv6-cern. Pa3Ouenme Ha TONCETH C HWCHOIB30BaHWEM HIECHTH(HUKATOPA OK 07.,0K 09.
uHTepdeiica
Tema 1.10. Co3nanue n Conep:xanue 8 MK 1.1., 11K 1.2,,
HacTpoiika He0OIb IO [InanupoBaHue U co3laHue HeGOJIBIION KOMITBIOTEPHOM CETH: ONpesieieHHe KIIIOUeBhIX (haKTOpOB, IIK'1.3., TIK 1.4,
KOMIIbIOTEPHOH ceTH BEIOODP TOTIOJIOTHH M CETEBBIX YCTPOWCTB, BEIOOP M HACTPOHKA IPOTOKOJIOB, CUCTEMBI aipecallyi. [IK1.5, K16,
Mepsl 1o obecrieueHHI0 0E30IaCHOCTH CETH. YS3BHMOCTH U CETEBbIE aTakH. Pa3BenblBaTesbHbIC OK 1(;[]I< 10?( 02
ataku, Ataku gnoctyma, Otkaz3 B oOcmyxuBanum (DoS-atakm). PesepBHOe KommpoBaHue, OK 03" OK 0 4"
OOHOBIICHHE U YCTaHOBKA MCIPABICHUI. MexceTeBbie IKpaHbl. AyTeHTH(UKAIINS, aBTOPU3ALUS U OK 05:: OK 06::
yuaét. Bkmrouenne nportokosna SSH. OK 07.,0K 09.
@ainoBble  CHCTEMbl MapLIPYTU3aTOPOB M KOMMYTaTOpoB. Pe3epBHOE KONMpPOBaHHE W
BOCCTAHOBJICHHE C IIOMOIIbIO TEKCTOBbIX (haioB, mnporokosa TFTP, USB-naxomnurens.
Berpoennsie ciyx0b1 Mapmpytuzanun. [logmepskka OecnpoBoaHbsix mnoakimodeHuit. Hactpoiika
BCTPOCHHOI'0 MapIIpyTH3aTopa
B ToM yHciIe MpaKTHYeCKUX 3aHATHII 32/32
IIpakTuyeckoe 3ansitue 1. 2/2 K 1.1., IIK 1.2,,
CocraBienue KapThel ceTi HTEepHET ¢ MOMOIIBIO YTHIIUT «ping» U «traceroute» MK 1.3, IIK 1.4,
IIpakTHyeckoe 3aHsTHE 2. 4/4 IIK 1.5, IIK 16,
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Co3naHue mpocToi CeTH:

- yCTAaHOBKa CeaHca KOHCOJIM ¢ CETeBBIM 000PYA0BaHUEM IPH MOMOIIH nporpammel TeraTerm;
- CO3JIaHMe CETH;

- HACTPOMKa OCHOBHBIX MTApPaMETPOB KOMMYTATOPa

IpakTnyeckoe 3ansiTue 3.
IIpocmoTp cereBoro Tpaduka ¢ momornbsto mporpammer Wireshark

2/2

IIpakTH4yeckoe 3ausiTue 4.

Uzyuenne Ethernet-texHonoruii:

- mpocmoTp MAC-aapecoB CETEBBIX YCTPOHCTB;

- n3yuenune kaapoB Ethernet ¢ momormpro mporpammer Wireshark;

- mpocMoTp ARP ¢ momompto nmporpammer Wireshark, uarepdeticoB komananoit ctpoku Windows;
- UCTIoJIb30BaHKe MHTepdeiica koMaHaHOH cTpokH ¢ Tabnuiiamu MAC-aapecoB KOMMyTaTopa

414

IIpakTHyeckoe 3ansTHe 5.

[MoaxiroueHne KOMITBIOTEPOB K CETH C IOMOIIBIO Kabeel 1 OeCIIPOBOIHEIX a1alTepOB:
- OIIpeJIeNIEHNE CETEBBIX YCTPOUCTB U KAHAJIOB CBSI3H;

- 00’KHMIM CEeTeBOro Kabders;

- IPOCMOTP JTAaHHBIX O OECTIPOBOAHBIX U MPOBOAHBIX CETEBBIX aJlaNTepax.

414

I[IpakTHyeckoe 3aHsTHE 6.

Wzyuenne TpaHCIIOPTHOTO YPOBHSI:

- HaOJIIOIeHHE 3a TPOLIECCOM TPEXCTOpOHHEro «pykomnoxatus» TCP ¢ momorsio mporpaMmbl
Wireshark;

- u3yueHne 3axpadeHHbIX JaHHbiX DNS UDP ¢ momomikto nporpammsl Wireshark;

- u3yuenue 3axBaueHHbIX naketoB FTP u TFTP ¢ momomipio nporpammel Wireshark

414

I[IpakTHyeckoe 3aHsTHE 7.

Cermenranus [P-ceteil:

- U3y4YEHUE KAIBKYJISATOPOB IOJCETEN;

- pacuér noxceteit [Pv4;

- paszeneHue ceTel ¢ pa3IMuHbIMU TOMOJIOTUSIMU Ha TOJICETH;

- pa3paboTKa ¥ BHEAPEHUE CXEMBI aJIpecallni, pa3aeae¢HHoi Ha moacetn [IPv4-ceru;
- pa3paboTKa 1 BHeApEHUE cXeMbl aapecanun VLSM

6/6

I[IpakTHyeckoe 3ansitue 8.

ITocTpoenue cetu:

- IPOCMOTP TAOJIMI MAPIIPYTHU3ALMH Y3JI0B;

- u3yueHne PU3NUECKUX XapaKTEPUCTHK MapIIPyTU3aTOPa;

- CO3J]aHME CETH, COCTOSIIEH U3 KOMMYTaTOpa U MapIIpyTH3aTopa;
- HACTPOHKAa OCHOBHBIX APAMETPOB KOMMYTATOPA;

6/6

MK 1.7,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,

OK 07.,0K 09.
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| - HaCTpOﬁKa OCHOBHBIX MApaMCTPOB MapuipyTusaTopa

CamocTosiTesibHAs padoTa 00yuyalomuxcsi Npu u3yyeHuu pasaena 1 M 2

Cucremarnyeckast Ipopad0TKa KOHCIIEKTOB 3aHATHI, yUeOHOH M CIIEIUAIbHON TEXHUYECKOW JIUTEPaTyPHI.

KoncnextupoBanue TekcTa, paboTa co CIOBapsIMU U CIIPaBOYHMKAMH, O3HAKOMJICHHE ¢ HOPMAaTUBHBIMH JOKYMEHTAaMHU.

[loaroToBka K MpakTHYECKUM 3aHITHSAM C UCTIOJIb30BaHUEM METOJMUYECKIX PEKOMEHIANIA MpenoaaBatels,ohopMiIeHIe

IPAaKTUYECKUX PadOT, OTYETOB U IIOATOTOBKA K UX 3aIIUTE

KoHcynbTanuu 2

IIpomexxyTounas arrectanus mo MJK.01.01 B popme nudpdepeHMpoBaHHOrO 324eTa -

Paznen 2. [IpyHOMIBI MAPIIPYTH3ALMH H KOMMYTALUH 93/30

Tema 2.1 BBenenue B Conep:xanue 2 MK 1.1, TIK 1.2,

KOMMYTHpYeMbIe CeTH O6benunénHEble ceTH. Mepapxus B KOMMYTHPYeMOH ceTH. Pomb KOMMYTHPYeMBIX —ceTeil. [K 1.4.IIK 1.5.,
Kommytupyemas cpena. Junamudeckoe 3amonnenue Tabmuiel MAC-agpecoB KoMMyTaropa. K17,
MeTtoapl mepecbUIKM Ha KoMMyTtarope. KoMMmyTainus ¢ mpoMeXyTOdHbIM XpaHeHHeM. CKBO3Has %5(0017" 8§ 85
KoMMmyTanusi. KommyTtannoHnHele 1oMeHbl. CHIDKEHHE MEPErPY30K CETH ’ '

Tema 2.2 OcHOBHbIE Conep:xanue 4 K 1.1, K 1.2,

KOHIeNMIUHN M HACTpoiika OcHOBHBIE KOHIIETIIMM W HAacTpoiika KommyTanuu. [lepBoHauanmpHas HacTpoika KOMMyTaTtopa U IIK'1.3, 1K 1.4,

KOMMYTaluH BOCCTaHOBJIGHHE TIOCIIe CHCTeMHOro c6Oosi. Hacrpoiika poctyma Juis 0a30BOrO  ynpaBlieHHS IIK15, K16,
kommyTtatopoMm ¢ [Pv4. JlymekcHast cBs3b. HacTpoiika mopToB KOMMyTaTropa Ha (H3UYECKOM OK lglK 107K 02
ypoBHe. DyHKITNSA aBTOMAaTHIECKOTO orpeneienus tuna kademns (Auto-MDIX). [IpoBepka HacTpoek OK 0 4"’ OK 05."
noprta koMmMmyTaropa. [louck u yctpaneHue rmpobyieM Ha ypoBHE JIOCTyTa K CETH. OK 07.’,OK 09,
besomacHocTe  koMMyTaTopa.  3alMIIEHHBIM  ynan€HHbIl  poctyn.  Hactpoiika  SSH.
Pacnpoctpanénnbsie yrpos3sl Oe3omacHocTH: nepenosiHenne Tabmuuel MAC-ampecos, DHCP-
cnyuHr, HWCHonb30BaHue Yys3BuMocteidr mnporokona CDP, Arakm Telnet m ap. Ayaur wu
NpakTUYEeCKUEe peKOMEeHAaluu Mo obecrneyeHno Oe3omacHOCTH ceTd. be3omacHocTs mopra
kommyTtatopa. OrcnexxuBanne DHCP cooOmenunii. @ynkius 6e30nacHOCTH mopta. Bubl 3aliuTh
MAC-anpecoB. Pexumbl pearupoBaHusi Ha HapylieHue Oe3omacHocTu. [IpoBepka M HacTpoiika
noptoB. [IpoTokon cereBoro Bpemern (NTP)

Tema 2.3 BupTyaabHbie Conepxanue 4 MK 1.1, 11K 1.2,

JokajibHbie ceTH (VLAN) | Buptyansasie nokansuble cetd (VLAN) — knaccudukanust 1 OCHOBHBIE XapaKTEepUCTUKU. TpaHKd IIK'1.3, [IK 1.4,
BUPTYalbHEIX ceTeil. KoHTposb mupokoBemaTenbHBIX AoMeHOB B ceTsix VLAN. TermpoBanme [K1.5, K 1.6.,
kajpoB Ethernet mius naenrudukanuu cetn VLAN. Cetu native VLAN u TerupoBaHue cTaHmapra OK 1(;[1K 101( 02
802.1Q. Teruposanue ronocosoii VLAN. Peanuszaunu BUpTyanbHOM JOKaabHOH ceTu. Hasnauenue OK 03:’ OK 0 4
noptoB ceTsiM VLAN. HacTpoiika TpaHKoOBbIX KaHayoB. [IpoTOKON IWHAMHYECKOTO CO3[aHUSA OK 05.: OK 06.:
TpankoBoro kanana (DTP). [lonck m ycTpaHeHHEe HEMOJAAOK B BUPTYaIbHBIX JIOKATHHBIX CETIX H OK 07.,0K 09.

TpaHKOBBIX KaHamax. Ilpobmemsr ¢ IP-agpecanmmeit cetm VLAN. HecoBmamenuss peXuMoB

TpaHkoBOoH cBs3u. [IpoexkthpoBanme u obecnedenue OezomacHoctd  VLAN:  hopping,
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cny(pUHTKOMMYTaTOpa, aTaka ¢ ABOHHBIM TerupoBaHueM, Cetb PVLAN nepumerpa. [Ipaktudeckue
PEKOMEHJAIMHY [T0 MPOSKTHPOBAHUIO BUPTYAJIBHOM JIOKAJILHOU CETH

Tema 2.4 Konuenuus Coaepixanue IK 1.1, TIK 1.2,,
MapUIPYTH3aLUH Hactpoiika MapmpyTu3aTopa. MeXaHH3MBI TEPEChUIKM TakeToB. [IOJKIIOUEHHe M HACTPOiKa IIK'1.3., 11K 1.4.,
ycTpoiicTB. CBETOAMOJHBIE HMHIMKATOPHl HAa MapuipyTh3atope. AKTHBanMsg M HacTpoilka IP- IIK1.5, IIK 16,
anpecanuu. IIpoBepka CBSI3HOCTH ceTe ¢ TpsAMbIM ToAkiIoueHueM. IIpoBepka HacTpoek OK 1(')11K lOZ( 02
uaTep(eiica. OunabTpanus BBIXOMHBIX JAHHBIX KoMaHI «show». Kommyrarus makeToB Mexmy OK 03:: OK 0 4
ceTsimMu. OYHKIMA KOMMYTaIlUM MapiipytusaTopa. MapuipyTtusanus nakeroB. Onpenenenue myTH. OK 05., OK 06.,
Iporecc NpUHATHS PEIICHUS O NIEPEChUIKE MakeToB. Brioop onrtumaibHoro nytH. [Ipotokoins RIP, OK 07.,0K 09.
OSPF, EIGRP. Pacnipenenenne Harpy3ku. AAMHHACTpUpoBaHue paccrosiane (AD) u HageXHOCTH
Mapuipyta. AHaiu3 TaONHIl MapHIpyTH3aldd — WCTOYHWK JAaHHBIX, MPUHOHIBL (opMUpOBaHUE
BO3MOXHOCTH HACTPOMKH. 3aMTUCH TaOIHIBI MApIIPYTH3ALNHN ATl CETeH C MPSIMBIM MTOIKIFOUYESHHEM.
3ananue craTU9ecKux MapmpyToB. [IpoTokorsl auHaMuYeckor Mapiipyrusanuu cetei [Pv4 u IPv6
Tema 2.5 Conep:xanue K 1.1, K 1.2,
Mapupyrusauust Mexkny | [Ipunnunsl paGotel MapmipyTtuzamuu Mexay VLAN. Hacrtpoiika MapmpyTusauuu Ha 0Oase IIK'1.3, 1K 1.4,
VLAN MapupyTH3aTOPOB C  HECKOJbKMMH  (pu3uueckumMu  uHTepdelicaMu, C  HUCIOJIb30BaHHEM [IK1.5, K16,
KoHpurypauun  router-on-a-stick, = uepe3  MHOroypoBHeBeld  KOoMMyTaTop.  I[IpobGiemsr OK EIIK 101 02
MapmpyTtu3aiuun - Mexay VLAN. Ilpoepka koHurypammn KoOMMyTaTopa M HAacTpPOEK OK 03:’ OK 0 4
MappyTtusaTopa. Henonanku B padote untepdeiica. Ommbku B [P-agpecax u Mackax IMOJCETH. OK 05.: OK 06.:
Hactpoiika m pabora koMMyTanuu Ha 3-M ypoBHe. Mapmpyrusanus Mexay VLAN uepes OK 07.,0K 09.
BUPTyaJbHbIE HHTEPQEHCh KOMMYyTaTopa, MapLUIpyTU3UpyeMble opThl. Henomaaku B HacTpokax
KOMMYTaTopa 3-TO ypOBHS
Tema 2.6 CtaTHueckast Conepxanue MK 1.1., 11K 1.2,,
MapIIPYTH3ANMSA [lpeumymiecTBa M 3afgaydl CTAaTHMYECKOH MapLIpyTH3alUH. THIBI CTAaTUYECKUX MAapLIPyTOB: IK 1.3, TIK 1.4,
CTaHJApTHBIN, MO0 YMOJYaHHMIO, CYMMAapHbIH, IuiaBaromui. HacTpoiika craTMuecknx MaplpyToB IIK 15, K 16,
IPv4 u IPv6. Komanma «iproute». MapipyT cieayromiero nepexoza. Hamnpsmyio moaximouéHHbINH OK 1(;[1K lOZ( 02
cratudyeckuid MapmpyT. I10JIHOCTRIO 3aaHHBIM cTaTMYecKuil MapiipyT. HacTpoiika cratnueckoro OK 03:’ 0K 0 4
Mapupyra no ymomuanuto. KiaccoBas anpecanms. KnaccoBele macku mozcetu. beckiaccopas OK 05.: OK 06.:
mexnomenHas Mapmpyrtusanus CIDR. O6benunenne mapmpytoB. Opranmzanus cymnepceTei. OK 07.,0K 09.
Ucnonp3oBanre Macok mojcetn ¢ukcupoanHod jmuHbl (FLSM). Macka mojcetn mepeMeHHON
mmHel (VLSM). Hacrpoiika cyMMapHbIX W IUIAaBAIOIIMX CTaTUYeCKUX MapmpyToB. Pacuér
cymmapHoro mapmpyra. O0beauHeHue ceteBbix aapecoB IPv4 u IPv6. [louck m ycrpaHeHwme
HENOJaI0K B HACTPOHKAX CTATHYECKOT0 MapHIpyTa ¥ MapIIPyTa MO YMOTYAHHUIO
Tema 2.7 JlunamMmuyeckas Coaepxanue IK 1.1, TIK 1.2,,
MapLIPyTH3ALUS [IpoTokoNBl AMHAMHYECKOH MapIIpyTH3alUl — Ha3HAUYE€HHE, NPUHLOMIBI PabOTBl M HCTOPHUS EE }g EE }g

Pa3BUTHS. CpaBHCHI/Ie Z[PIHaMI/IIlCCKOfI M CTaTUYECKOH MapHipyTusaluuvu. HpI/IH]_[I/IHBI pa6OTBI
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MPOTOKOJIOB MapIPYTH3alWU: MycK IMocjie BKIoueHust nutanus, CereBoe oOHapykeHne, OOMeH
MaHHBIMK ~ MapmpyTtusanmuu, Obecriedenne  cxomumocTd.  Kimaccudukamwst — IpOTOKOJIOB
mapmpytu3anun. [Iporokonst IGP u EGP. [Iuctannnonno-sextopHbie mpoTokonsl RIP, IGRP.
[Tpotokonsl MapmpyTuzanuu 1o cocrostauio kanana OSPF u IS-IS. KmaccoBble u GeckiaccoBble
MPOTOKOJIBI MAPIIPYTH3ALUH. XapaKTePUCTUKU 1 METPUKH MTPOTOKOJIOB.

Junamuueckasi AMCTAHIMOHHO-BEKTOPHAs MapIIpyTH3anus. JAMCTaHIMOHHO-BEKTOPHBIA aJrOPUTM.
MexaHu3MBbl OTHPaBKU U TMOJNYYEHHs AAHHBIX MapIIpyTHU3allUH, pacdéTa ONTHMAalbHBIX MyTed W
Jno0aBlieHHS MaplIpyTOB B TaONMIy MapUIpyTH3alMd, OOHApPYKEHWUS W pearupoBaHHs Ha
u3MeHeHus: B Ttonosoruu. Hactpoiika mnpotokona RIP: Bkmrouenue RIPv2, otkimrouenue
ABTOMAaTHYECKOTO OOBEIUHEHUs, HACTpOilka MacCUBHBIX HHTEp(deiicoB, mepegaya mapuipyra Io
yMoin4aHuio no cetu. Hacrpoiika mporokona RIPng. I[Ipouecc MapuipyTuzanuu mo COCTOSHUIO
kanana. Hello mporokon. maket cocrosuus kanana (LSP). JlapuHHAas pacchlika MaKkeTOB COCTOSHUS
KaHana. JlaBuHHAs pacchbUIKa MAakKeTOB COCTOSIHMS KaHaia. Co3gaHue aepeBa KpaTdalllnmx myTen
SPF. [o6aBienue mapuipyroB OSPF B Tabmuiyy mapuipytusanuu. HemocTaTku NpOTOKOJIOB
MapUIpyTU3allMd TI0 COCTOSHHIO KaHama. Ta0nmuma MaplipyTH3alMd. 3alucd C  [PSIMBIM
MONKITIOYCHHEM W YHaN€HHOW ceTu. JwHammdeckn momydaemble MapmpyTsl [Pv4/6. Ilpomecc
MIOMCKA MapuIpyTa

MK 1.7,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,

OK 07.,0K 09.

Tema 2.8 OSPF aas ogHoii
00J1acTH

Conep:xanue

CewmetictBo mpotokonoB OSPF. Xapakrepuctuku, mpuHUMIB paboTsl W kommnoHeHTs! OSPF.
Ocobennoctu OSPF mis onHOM 1 HECKOIBKUX oOnacTeil. MaructpanbHas obnacts. MHKarcymsnus
coobmenuit OSPF. Tuner makeroB OSPF: maker mpuserctBusi (hello), maker ommcanus Oa3bl
nanaeix (DBD), maker 3ampoca cocrosiuus kanana (LSR), maker oOHOBIEHHsI COCTOSHHS KaHaa
(LSU). maker monrBepxpaeHus coctosHus kaHanma (LSAck). OOHOBIEHHsI COCTOSHHUS KaHaua.
Paboune coctosaust OSPF. Brinenennsiii (DR) u pesepBHblii BbinenenHbIi MapmpyTuzatop (BDR).
Cunxponmszanust 06a3 ganabix OSPF. Hactpoiika OSPFv2 nmns omgHod  oOsactu. Pexum
KoHurypanun uaeHTHGUKaTOpHl Mapiipytusatopa. Mcnonb3oBanme wuHTepdeiica loopback.
Bruitouenne OSPF na wuntepdeiicax. Lllabmonnas macka. Komanma «network». Hacrtpoiika
MacCUBHBIX WHTEpdeiicoB. @opmyna pacu€éta merpuku crommoctd OSPF. Hacrtpoiika 3HadeHmit
NPOIYCKHON crocoObHocTH HHTepdeiica. [IpoBepka cocelHUX YCTPONCTB, HACTPOEK IMPOTOKOJIA,
JaHHBIX npouecca u apyrux xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tonomnorus cetu OSPFv3. Hacrpoiika unentudukatopa mapmpyruzaropa OSPFv3.
Bxrouenne OSPFv3 na nntepdericax

MnK1.1., 1K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5., IIK 1.6.,
MK 1.7.,
OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07.,0K 09.

Tema 2.9 Cniuckn
KOHTpoJis foctyna (ACL)

Conepxanue

Crucku koHTpons goctyna (ACL). Ipunnun pabotet ACLcnuckoB. Tumbst ACL-cnmckoB Cisco
s IPv4. TlpucBamBanue HomepoB U UMEH ACL-cnmckam. Pacuér mabnonnoit macku B ACL-
criickax. PekoMeHmaruu 1o cosnanuio u pazmenieanio ACL-crinckoB. Pa3merenne craHIapTHBIX |

MnK 1.1, 1K 1.2.,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
K 1.7,
OK01., OK 02,
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pacmmpenHbix ACL-criuckoB. Hacrtpoiika crannaptHoro ACL-cnincka. [IpriMeHeHue ctangapTHBIX OK 03., OK 04.,
ACL-crinckos Ha unTepdeiicax. Kommenrapun k ACL-cnimckam. IIpoBepka M pelaKTUPOBAaHHE OK 05., OK 06.,
crannaptabix HymMepoBaHHBIX ACLcmrckoB. ACL-cratuctuka. 3ammra moproB VIY ¢ momMomisio OK 07.,0K 09.
crannaptHoro ACL-ciiucka IPv4. CtpykTypa u HacTpoiika pacmupeHHbix ACL-cnuckoB ans [Pv4.
OunbTpanus Tpapuka ¢ UCMoIb30BaHUEM paciupeHHbIX ACL-crnuckoB.
Ilonck m ycrpanenne Hemnonanok ACL-crmckoB. Pacmpoctpanénnpie ommokum ACL-CIUCKOB.
CpaBuenne ACL-cninckoB i IPv4 u [Pv6. Hactpoiika u npoBepka ACL-criuckoB ans IPv6
Tema 2.10 IIpoTokoa Conep:xanue 4 MK 1.1., 11K 1.2,,
DHCP [Ipotoxon DHCP. DHCPv4: 6a3oBas onepanus, GopMaT cOOOIIEHHUH, COOOMIEHNs OOHAPYKEHUs U IIK'1.3, [IK 1.4,
npeanoxxenusi. Hactpoiika, npoBepka u perpancisiius npoctoro DHCPv4-cepsepa. Hactpoiika [IK15, K16,
MapmipyTtuzaTtopa B kauectBe DHCPv4-knmuenta. Hactpoiika mapmpytuzatopa kimacca SOHO. OK 1(;[1K 107K 02
Ilouck u ycTpaHeHHMe HeEMOJamoK B pabore Mapmpyruzaropa DHCPv4. ITlporokon DHCPve6. OK 03:’ OK 0 4
ABToMarnyeckasi HacTpoilika aapeca 0e3 orciexkuBanHus coctosHus (SLAAC). Ilpuamun paboTs OK 05.: OK 06.:
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 orcnexuanus coctosaus. [Iponeccer DHCPv6. Hacrpoiika OK 07..0K 09.
MapupyTtuzatopa B kadectBe DHCPv6-cepsepa u DHCPv6-knuenta. Ilouck u ycrpaHeHue '
Henonanok B pabore DHCPv6
Tema 2.11 Conep:xanue 4 K 1.1, K 1.2,
IIpeodpa3oBanne cereBbIX | [IpecoOpasoBanue cereBbix anpecoB [Pv4. KonentyanbHoe mnpeoOpa3oBaHHE CETEBBIX aJPECOB IIK 1.3, TIK 1.4,
agpecos IPv4 (NAT). Tepmuuonorus w mnpuHiunbsl pabotei NAT. TIpoctpanHctBo wacTHbIX [Pv4-ampecos. IIK15, K16,
Cratnyeckoe M AuHamMHuyeckoe mnpeoOpasoBaHue ceteBbix azapecoB (NAT). IIpeoOpasoBanue OK EIIK 101 02
aapecoB noptoB (PAT). CpaBuenune NAT u PAT. IlpeumymectBa u nenoctatku NAT. Ananus OK 03:: OK 0 4
crarudeckoro mpeobpazoBanuss NAT. [lpuwHmmn paGotsl aumHammueckoro NAT Hacrpoiika u OK 05., OK 06.,
nposepka NAT, PAT. Ilepeanpecanus nopros. Hactpoiika NAT u nmporokona IPv6. OK 07.,0K 09.
Ilonck u yctpanenne Henonaaok B pabore NAT
B ToM uncie npakKTHYeCKUX 3aHATHI 30/30
IIpakTuyeckoe 3anstue 1. 212 MK 1.1, IIK 1.2,
Hactpoiika koMMyTaTopa: IK'1.3., 11K 1.4.,
- 6a30Bas HACTPOIKa KOMMYTAaTOPa; [K1.5, [IK 1.6.,
- HACTPOIiKa mapaMeTpoB 0€30IaCHOCTH KOMMYTaTopa IK1.7,
IpakTnyeckoe 3ansiTHe 2. 2/2 85 8;%, 8§ 8421
Hactpoiika 6e30macHOCTH KOMMYTaTOpa: OK 05.: OK 06.:
- HacTpoiika nporokona SSH; OK 07.,0K 09.
- Hactpoika pyrkmm SwitchPortSecurity;
- IIOUCK ¥ YCTpAaHEHHE HEIO0JIaJ0K B cUcTeMe 0€30I1aCHOCTH IOPTOB KOMMYTAaTOpa;
- 0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
IpakTnyeckoe 3ansiTue 3. 2/2 InK1.1,IK1.2,
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Kondurypanus cereit VLAN:

- koH(urypanus cereir VLAN 1 TpaHKOBBIX KaHAJIOB;

- IOWCK M yCTpaHEeHHe HemoaIo0K B KoHpuryparmm VLAN;

- peanu3zanus cucTeMbl Oe3omacHocTr ceTi VLAN;

- peanmmzanus ceteit VLAN 11715t cerMeHTaluy ceTeld npeanpusTHi MaJIoro ¥ cpeJHero OusHeca

IIpakTu4yeckoe 3ansitue 4.

Hacrpoiika mapuipytusaropa:

- UCTIOJIb30BaHUE KOMaH/IbI traceroute AJisi OOHAPYKEHUSI CETH;
- JOKYMEHTHPOBAHHE CETH;

- HacTpoiika naTepdeiicoB [Pv4 u IPvo6;

- HACTpOHKa W MPOBEPKa HEOOIBIION CeTH;

- HCCJIeIOBAaHNE MapLIPYTOB C NPSMBIM MOJKIIOYEHHEM

2/2

IIpakTuyeckoe 3ansiTue S.

Hacrpoiika Mapuipytuzanuu:

- COCTaBJIEHUE cXeMbI ceTu MIHTepHeT;

- HaCTpoiika 0a30BEIX TApaMETPOB MAPIIPYTHU3ATOPA C IIOMOIIBHI0 HHTEpdeiica KOMaHIHOW CTPOKH
(CLI) cucremsr Cisco 10S;

- HAaCTpoiika 0a30BbIX MapaMETPOB MapiIpyTu3aTopa ¢ nomoipio CCP

2/2

IIpakTH4eckoe 3ansTHE 6.

Mapupyruzanusa mexay VLAN:

- HacTpo#Ka Mapupytuzanuu Mexay VLAN s kaxnoro unrepdetica;

- HacTpoiika MapmpyTu3annu Mexxay VLAN Ha ocHoBe ctanaapta 802.1Q ¥ TpaHKOBOTO KaHaa;
- IOMCK U YCTPAaHEHHE HEMOJIaJOK B MapIIPyTHU3aMu MexXy ceTsimu VLAN

2/2

IIpakTu4yeckoe 3ansiTue 7.

Hacrpoiika cTaTiueckoi MapipyTH3aLuu:

- HacTpo#Ka craTHyeckux MapmpytoB IPv4/IPv6 o ymonuanuio;

- pa3paboTKa u peanuzanus cxemsl agpecanuu IPv4 ¢ ucnons3oBannem VLSM;
- pacuét cymmapHsIx MapuipyToB IPv4 u IPv6;

- IONCK U YCTPAaHCHHE HEMOJIAO0K CTaTHIeCKuX MapmpyToB IPv4 u IPv6

2/2

IIpakTHyeckoe 3ansTHE 8.

Hacrpoiika nnHaMu4eckoi MapIIpyTH3aLnu:

- UCCJIEI0BAaHNE CXOUMOCTY;

- CpaBHEHHE METOIOB BbIOOpa myTH B mpoTokonax RIP

2/2

MK 1.3, IIK 1.4,
K 1.5, IIK 1.6.,
K 1.7,

OK 01., 0K 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07.,0K 09.

IIpakTH4eckoe 3ansTHE 9.
Hactpoiika npotokonoB OSPF:
- HacTpoiika 6a3oBoro npotokoya OSPFv2 ms omHoit obmactw;

2/2

MnK1.1., 11K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
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- ba3oBas HacTpoiika npotokona OSPFv3 s onHolt o6nacty.
Hactpoiika npotokomnoB RIPv2 u RIPng

IIpakTuyeckoe 3anstue 10.

H3yyenne MexaHn3MOB pabOThI CO CIMCKAMU KOHTPOJIS JOCTYMA!

- HarJsIIHOE TpencTasienue padbotel ACL-cnucka;

- HacTpoika ctaHmapTHEIX ACL-criucKoB;

- HaCTpOMKa CTaHAAPTHHIX UMeHOBaHHBIX ACL-CITHCKOB;

- HacTpoiika ACL-criucka myst yimauit VTY;

- HacTpoiika paciupeHHbIX ACL-CIMCKOB U1 pa3InyHbIX CLICHAPUEB;
- IOVCK M yCTpaHeHHe HemodanoK B pabore ACL-cruckoB;

- HacTpoiika ACL-cniuckoB [Pv6;

- OTpa6OTKa KOMIUJICKCHBIX MMPAKTUYCCKNX HABBIKOB

2/2

IIpakTuyeckoe 3ansTue 11.

Hacrtpoiika ACL-criuckoB:

- HacTpoiiKa u mpoBepKa cTaHaapTHBIX ACL-CITUCKOB;

- HacTpoiika u npoBepka orpanuueHuii VIY;

- HACTpOIiKa 1 NpoBepka pacmupeHHbIXx ACL-ciuckoB;

- [IOKCK M yCTpaHEeHHEe HEMOIaI0K B HacTpolke u pasMenieHnn ACL-criickos;
- HacTpoiika u npoBepka ACL-criuckoB amst [IPvo

2/2

IIpakTuyeckoe 3ansTue 12.

N3zydenune nporokonos DHCP:

- 6azoBas Hactpoitka DHCPv4 Ha mapuipytusarope;

- 6a3oBas Hactpoiika DHCPv4 Ha kommyTartope;

- IOUCK M yCTpaHeHHe Hernosagok B pabore DHCPv4;

- HacTpoiika cepsepa DHCPv6 6e3 oTciekuBaHUs COCTOSIHUAS U C OTCIICKUBAHUEM COCTOSHUS,
- TIOWCK ¥ ycTpaHeHue Herosanok B padore DHCPv6

2/2

IIpakTuyeckoe 3anaTue 13.

N3yuenne npotokona DHCP:

- Hactpoiika npotokosa DHCP ¢ momomkio koman Cisco 10S;
- 0TpabOTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB

212

MK 1.7,
OK 01., OK 02,
OK 03., OK 04.,
OK 05., OK 06.,

OK 07.,0K 09.

IIpakTu4yeckoe 3anaTHe 14.

IIpeoOpazoBaHue CETEBbIX aJPECOB:

- m3ydeHue npuHIumna padorsl NAT;

- HacTpoiika cTaTuueckoro u quHamudeckoro NAT;

- peanu3anus CTaTUH4eCcKoro u ruHamudeckoro NAT;

- HACTPO¥iKa mepeaapecanyu IOPTOB Ha MapipyTusatope Linksys;

212

MnK1.1., 11K 1.2,,
MK 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
nK1.7.,
OK 01., OK 02,
OK 03., OK 04.,
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- IPOBEpKa, MOKUCK U YCTpaHeHue Henonagok kKondurypanuii NAT; OK 05., OK 06.,
- 0TpabOTKa KOMIUIEKCHBIX IIPAKTHYECKMX HABLIKOB OK 07.,0K 09.
IMpakTnyeckoe 3ansiTue 15. 2/2
Nzyuenue padotel ¢ NAT u PAT:
- HaCTpoIiKa IMHAMUYECKOro U craTuueckoro NAT;
- HacTpoiika NAT-nyna ¢ neperpyskoii u PAT;
- IOWCK W yCTpaHeHne Henoianok KoHduryparmii NAT

CamocTrosiTeibHAsI padoTa o0y4yarommxcs Mpu u3ydeHun pasaeia 1 [lIM 7

CucremaTnueckas npopaboTKa KOHCIIEKTOB 3aHSATHH, YI€OHOH U CIIeUaIbHON TEXHUUECKOW JINTEPaTypPHI.

KoncnextupoBanue TekcTa, paboTa co CIIOBApsIMH U CIIPABOYHUKAMHM, O3HAKOMJICHHUE C HOPMATUBHBIMH JOKYMEHTaMH, Y4eOHO-

ucclieioBaTeNnbekas paboTa Ipu caMoM IUPOKOM Hctonb3oBanun MHTepHerta u apyrux IT-texHomorui.

[IpoexTHbIE (hOpMBI pabOTHI, MOJATOTOBKA COOOIIEHHH K BBHICTYILICHHIO HA CEMHHApPaX U KOH(EPEHIHAX; MOJIr0TOBKa pedepaTos,

JOKJIa/l0B.

[loaroroBka K MPakKTUYECKUM 3aHITUSAM C UCIIOJIb30BAHUEM METOAMYECKUX PEKOMEHIAMN penoaaBaTens,opopMiIeHHE

NPaKTUIECKUX PadoT, OTYETOB M MOATOTOBKA K UX 3aIlUTE.

KoncyabTanuu 2

IIpomexxyTounas arrectamus no MJIK.01.01 B ¢opme 3k3amena 6

Paznen IIM 2. Opranu3zaumsi, IPUHUHIBI IOCTPOeHMs] H PYHKIMOHMPOBAHMSI KOMIIbIOTEPHBIX ceTeil 211/112

MJIK.01.02 Opranuzanus, NpUHIMAIBI NOCTPOEeHNS M (PYHKIIMOHUPOBAHNS KOMIIBIOTEPHBIX ceTel 211/112

Paznen 1. MapumpyTusamus u koMmmyTtanus. MacimrabupoBaHue cereii 99/50

Tema 1.1. BBenenue B Copep:xanue 4 IK 1.1, 1IK 1.2,,

MacmTa0upoBaHme cerei Peanmzamus npoexta cetu. IIpoekt mepapxmueckoit cetu. Pacmmpenue cetn. Beibop ceTeBbIx IIK 1.3, TIK 1.4,
ycrpoiicts. KommyTarpionHoe 00opynoBanue. MapiipyTuzaropbl. Y paBIIsioNUe YCTPOMCTBA [K1.5, K 1.6.,

Tema 1.2. U30bITOYHOCTH Coaepxanue 6 OK 1(;[1K IO7K 02

LAN IlonsiTus mporokoina spanning-tree. [Ipeanasnauenue nmporokona spanning-tree. [IpuaImN pa60T.H OK 05.: OK 07_:
STP. Tumnsr npotokonos STP. Hacrtpoiika npotokona STP. Hactpoiika PVST+. Hacrpoiika Rapid OK 09.
PVST+. [Ipobnemsr HacTporiku STP

Tema 1.3. ArperupoBanue | Cogep:kanue 6 MK 1.1., 11K 1.2,,

KaHAJIOB OCHOBHBIE TOHSTHS arperupoBaHUs KaHAJOB. ArperupoBaHne KaHaioB. I[IpuHImn paOoTeI IIK 1.3, TIK 1.4,
EtherChannel. Hactpoiika arperupoBanus kaHano. Hactpoiika EtherChannel. IIpoBepka, mouck u IK 1.5, MK 1.6.,
ycTpaHeHue HernoJjiagok B pabore EtherChannel OK 1(;[1K lOZ(O 5

Tema 1.4. BecnipoBoaHbIe Conep:xanue 8 OK 03:: 0K 0 4

JIOKAJIbHBIE CeTH Konnermmum 6ecipoBoHOl cBs3u. BBenenune B 6ecipoBoanyto cBs3b. KommonenTsr ceteit WLAN. OK 05., OK 06.,
Tononorun cereit WLAN 802.11. [Ipuauuns! paboTsl GecripoBoJHOH ToKanbHOU ceTH. CTpyKTypa OK 07.,0K 09.

kaapa 802.11. dyHKIIMOHMpPOBaHUE OECIIPOBOIHON CBSI3U. YTpaBlieHWE KaHajaMHu. be3omacHOCTh
0OeCITPOBOIHBIX JIOKABHBIX ceTel. Yrpo3sl it cereit WLAN. Obecnieuenue 6e3omacaoctd WLAN.
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Hactpoiika OecrnpoBOAHBIX JOKaIbHBIX ceTeld. Hactpoiika OecnpoBOIHOTO MapIIpyTHU3aTOpa.
Hacrpoiika 6ecripoBoaHbIx KireHTOB. [lowck u ycTpaneHne Henoiaaok B padbote cereit WLAN

Tema 1.5. Hacrpoiika n Coaepixanue 10 K 1.1, K 1.2,
yCTpPAaHEHHE HeNoJIaI0K B | Pacmmpennbie mapameTpsl mpotokona OSPF s oxmoii o6mactu. MapmpyTusamust Ha ypOBHAX IIK'1.3., 11K 1.4.,
pa6ore OSPF s onHoi pacnpenenenus u sapa. OSPF B ceTax ¢ MHOKECTBEHHBIM JAOCTYIOM. PacnipocTpanenue mapuipyra IIK1.5, IIK 16,
o0JsacTu mo ymonm4anuto. Tounast Hactpoiika mHTepdeiicoB OSPF. 3amurta OSPF. Ycrpanenne Hemomamok OK 1(')11K lOZ( 02
peammzanuu npotokonma OSPF mms omuoit obmactu. CocTaBisioniue TMPOLEAYPHl TIOWCKAa U OK 03:’ OK 0 4
ycTpaHeHus Heronanok B padote OSPF mns omuoit obmactu. Ilouck U ycTpaHeHUE HENOJaloK B OK 05.: OK 06.:
mapmpytuzaiuun OSPFv2 mis omnoit obnactu. Ilouck u ycrpanenue Hemonanok B OSPFv3 ans OK 07.,0K 09.
OJTHOM obyacTh
Tema 1.6. OSPF nas Conep:xaHue 7
HeCKOJbKHX o0J1acTeit [Mpuanun padotsr OSPF mi1st Heckonmbkux obmacteii. Haznauenne OSPF s HeckonbKuX o0nacTei.
[Mpuanun padotsl naketoB LSA B OSPF s Heckonbpkux obnacteid. Tabmuma MapmipyTH3amuy |
tunel MappyToB OSPF. Hactpoiika OSPF mist Heckompkux obmnacteir. Hacrtpoitka OSPF nmns
HeckoJIbkux obmacteil. OO0benuuenue wmapuipytoB OSPFE. Ilposepka OSPF nmns Heckonbkux
oOnactei
B TOM 4HcjIe IPAKTHYECKHX 3aHATHI 50/50 OK 1.1, K 1.2,
IpakTnueckoe 3ansitue 1. 212 IIK'1.3, 1K' 1.4.,
Pa3BepThIBaHNE KOMMYTUPYEMOM CETU C PE3EPBHBIMU KaHAJIAMMU. [K1.5, K 1.6.,
IMpakTnyeckoe 3ansiTue 2. 4/4 OK 1(')[1K 107K 02
HacrpoiikaPVST, PortFastuBPDUGuard OK 03.: OK 0 4
IIpakTnyeckoe 3ansiTue 3. 2/2 OK 05., OK 06.,
Hactpoiika npotokosna GLBP OK 07.,0K 09.
IMpakTnyeckoe 3ansTue 4. 4/4
OmnpeneseHne THIOBBIX OMMO0K KoHpurypauuu STP
IIpakTHyeckoe 3ansiTHe 5. 4/4
Hacrpoiika EtherChannel
IIpakTHYeckoe 3aHsITHE 6. 2/2
[louck u ycrpanenue Henosnagok B pabote EtherChannel
IIpakTHyeckoe 3ansiTue 7. 4/4
ArpermupoBaHye KaHaJIOB
IIpakTHyeckoe 3aHsTHE 8. 4/4
Hactpolika 6ecipoBOAHOTO MapIIpyTH3aTOpa U KIMEHTA
IpakTnyeckoe 3ansTue 9. 4/4
Hactpoiika 6a3oBoro nporokosa OSPFv2 nist ogHoM obactu
IIpakTuyeckoe 3anaTHe 10. 4/4
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Hactpoiika OSPFv2 B ceT MHOXECTBEHHOT'O IOCTYTa

IpakTnyeckoe 3ansiTue 11. 2/2
Hacrpoiika pactmpennsix Gyakiumit OSPFv2
IMpakTnyeckoe 3ansiTue 12. 2/2
[Touck n ycrpanenue Henonaaok B padbore OSPF
IpakTnyeckoe 3ansiTue 13. 2/2
ITouck n ycTpaHeHue HEnmojamaoK B pabote ocHOBHBIX PpoTokoiI0B OSPFV2 n OSPFV3 mns ogHoM
o0mactu
IIpakTuyeckoe 3anstue 14. 2/2
[lowck u ycTpaHeHHe HETONAI0K B pab0oTe YCOBEPIICHCTBOBAHHOTO poTokona OSPFv2 mns ogHON
o0nactu
IpakTuyeckoe 3anaTHe 15. 2/2
Hactpotika OSPFv2 ni1st Heckonbkux obaacteit
IMpakTuyeckoe 3ausitue 16. 2/2
Hactpoiika OSPFv3 nns Heckonbkux obmacten
IMpakTnyeckoe 3ansiTue 17. 4/4
[Touck u ycrpanenue Henonaaok B pabore OSPFv2 u OSPFv3 st HeckoabKHX obnacTel
CamocTosiTesibHasA padoTa o0yuyarouxcsi Npu U3ydeHuu pasaesa 2 [IM 6
CucremaTnueckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOH U crienuaIbHON TEXHUUECKOH JIUTEpaTyphl.
KoncnektupoBaHue TekcTa, paboTa O CIIOBAPSIMH U CITPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JJOKYMEHTaMH, Y4eOHO-
uccIie1oBaTeNbeKas paboTa Ipu caMoM IIUPOKOM HcIonb3oBanun HTepHeTa u apyrux IT-TexHomorui.
[IpoexTHbIe OopMBI paOOTHI, HOATOTOBKA COOOIIEHNH K BBICTYIICHHIO HA CEMHHApPaX U KOH(QEPEHIMAX; TOr0TOBKa pedepaTos,
JIOKJIaJIOB.
[MonroToBka K MPaKTHYECKUM 3aHITHSM C UCTIOJIb30BAaHHEM METOJMUECKIX PEKOMEH/IAIUH MpernoaBartels, ohopMIIcHHE
NPaKTHYECKUX PadOT, OTYETOB U MIOATOTOBKA K UX 3alIUTE.
KouncyasTanun 2
Pa3nen 2. CoenuHeHue ceTei 112 /62
Tema 2.1. Hoakarouenue k | Cogepranue 4 MK 1.1, MK 1.2,
rJ100aTbHOM ceTH O0630p TexHomoruii rnobanbHO cetu. Llens co3manus ra00anbHBIX cereid. [IpuHmum paboTbl IIK 1.3, TIK 1.4,
robanbHO cetd. BpiOop TexHonmormum rnodambHOW cetw. CepBHCH TI00aJbHOH  CETH. IIK 15, K 16,
WNudpacTpykTyphl 4acTHBIX TI00anbHBIX ceredl. MHPpacTpykTypa 00mIenocTynHo# riiobansHoN OK 1(;[1K 101( 02
cetu. BEIOOp cepBHCOB TII00AIBHON CETH OK 03.: OK 0 4
Tema 2.2. CoennHenne Coaepxanne 6 OK 05., OK 06.,
«TOYKA-TOUKA» O030p MOCNEeNOBATENBHOTO COCAUHEHUS «TOYKa-TOYKay. CBs3b MO IMOCIEA0BATEIbHOMY KaHaly. OK 07.,0K 09.

Muxkancymsaus HDLC. [puntun pabotsr npotokosia PPP. [Ipeumymecrsa npotokona PPP. LCP u
NCP. Ceancel PPP. Hactpoiika nportokona PPP. Hactpoiika npotokona PPP. Ayrentudukanms
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.2

PPP. Otnanxa coenunenniit WAN. Otinanka PPP

Tema 2.3. Pemnenus Coaepxanue 6 K 1.1., IIK 1.2,,
HIMPOKOIIOJI0CHOTO Vnanénnas pabota. IlpemmymiecTa ymanéHHoii paGoTel. busHec-TpeGoOBaHMS sl yHAJIEHHBIX IIK'1.3, 1K 1.4,
J0CTYna pabotHukoB. CpaBHEHHE peEIICHUH NIMPOKOMONocHOro nocrtymna. Kabems. DSL. becrnpoBojaHbie IIK1.5, IIK 1.6.,
HIMPOKOTIOJIOCHBIE CeTH. BBHIOOp penieHnii mupoKonoIocHoro noctymna. Hactpolika moaxmoueHni OK 1(')[1K 107K 02
XDSL. O630p PPPoE. Hactpoiika PPPoE OK 03" OK 0 4"
Tema 2.4. 3amura Conep:kanue 6 OK 05:: OK 06::
MeR(PUINAIBHON CBA3U Ceru VPN. Ocnossl ceteit VPN. Tumsr ceteit VPN. Tynnenu GRE mexmy o0bpextamu. OCHOBBI OK 07.,0K 09.
GRE. Hacrpoiika tynneneit GRE. O6mme cBenenust 06 [Psec. 3ammra nporokona IP. Ctpykrypa
npotokona IPsec. Ymanénuwni moctyn. Pemenuss VPN s yganéanoro mocryma. Cetm VPN
yAAJIEHHOTO JOCTyNa C ucnonb3oBaHueM [Psec
Tema 2.5. MOHUTOPUHT Conepxanue 6 MK 1.1, TIK 1.2,
Cetn Syslog. Tlpunmmn paboter Syslog. Hacrpoiika Syslog. SNMP. Ilpuniun pabotsr SNMP. IIK 1.3, TIK 1.4,
Hacrpoiika SNMP. NetFlow. TTpuniun pa6otsr NetFlow. Hactpoiika NetFlow. ITpoBepka mozesei [IK15, K16,
Tpaguia OK 1., OK 02
Tema 2.6. OTnagka ceTu Conep:xanue 6 OK 03:: OK 0 4
[Touck u ycTpaHeHHE HENONAJOK C HWCIIOJIb30BaHMEM CHUCTEMHOro monaxoja. JlokymeHTamus 1o OK 05., OK 06.,
ceru. Ilpouenypa mnoncka W ycTpaHeHUs HemonaaoK. M3omsiuus mnpoOieMbl €  MOMOLIBIO OK 07.,0K 09.
MHOTOYpOBHEBBIX Moaeined. Ortnanka cern. CpeacrBa IMOWCKAa W yCTPAaHEHHS HEMONAOK.
CHMITOMBI M IPUYMHBI OTIIAJKHU ceTH. [IOMCK M ycTpaHeHHEe HeloJIaJIOK CBs3H B ceTsix IP
B TOM uMc/ie TpaKTHYECKUX 3aHATHI 32/32 K 1.1., TIK 1.2.,
IpakTnueckoe 3ansitue 1. 212 IIK'1.3, 1K' 1.4.,
Hacrpoiika 6a3oBoro PPP c ayrerTndukanueit IIK15., K16,
IMpakTnyeckoe 3ansiTue 2. 2/2 OK 1(;[1K IO7K 02
Otnanka 6a3oBoro PPP ¢ ayrentudukanmeit OK 03:: OK 0 4
IIpakTnyeckoe 3ansiTue 3. 212 OK 05.. OK 06.,
[IpoBepka 6a3oBoro PPP ¢ ayrentudukanmeit OK 07.,0K 09.
IpakTnyeckoe 3ansiTue 4. 4/4
Hacrpoiika mapmpytuzaropa B kagecTBe kiaueHTa PPPoE mis monkmouenns DSL
IIpakTHyeckoe 3ansiTHe 5. 4/4
Hactpoiika TynHens VPN GRE no cxeme «To4ka-Touka»
IIpakTHYeckoe 3aHsITHE 6. 2/2
Pa3paboTka TeXHUYIECKOro 00CITy)KMBAaHUS CETH
IpakTnyeckoe 3ansiTue 7. 4/4
Hactpoiika Syslog u NTP
IlpakTuyeckoe 3ansTHE 8. 2/2
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.4.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.1.2
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.2
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#8.2.2
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HpI/IMeHeHI/IC IMporpaMMHOro obecrneueHus A1 MOHUTOPUHI'A CCTU

IpakTnyeckoe 3ansiTue 9. 2/2

Hactpoiika SNMP

IMpakTnyeckoe 3ansitue 10. 2/2

COop u ananu3 nanubix NetFlow

IpakTnyeckoe 3ansiTue 11. 2/2

[TpumeHeHne HHCTPYMEHTApHsI CETEBOTO aIMUHHICTPATOpa sl HAOMIOAeHUS

IIpakTnyeckoe 3ansiTue 12. 2/2

BrisiBienue c60s B paboTe cetn

IpakTUyeckoe 3ansiTue 13. 2/2

Pa3paboTka qokymMeHTanun
KypcoBoii npoekT 30/30 IK 1.1, TIK 1.2,,
TemaTHKa KypCOBBIX IIPOEKTOB K 1.3, IIK 1.4,
Mapuipyruzanus 1 KOMMYTalKs B KOPIIOPATUBHBIX CETSX. IIK 111?( : 1H7K L6.,
Hactpoiika u ycrpanenue Henonaaok B pabore OSPF ans onnoit obnactu. 0K 01., OK02
HccaenoBanue u aHanus 6eCHpOBOI[HLIX JIOKAJILHBIX CETEH. OK 03., OK 04.,
Hacrpolika arperupoBanus KanaiaoB. HacTpolika, mpoBepka, TIOUCK M yCTpaHeHue Henonanok B padorte EtherChannel. OK 05., OK 06.,
3amura MeX()UIUaTEHON CBS3H. OK 070K 09.
CamocTrosiTeIbHAsI padoTa od0ydyarommxcs Mpu u3ydeHun pasaesa 2 [IM 11
Cucrematnyeckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOW M CHIEHUaIbHON TEXHUYECKOH JINTEPaTypBhI.
KoHcnektupoBaHue TeKcTa, padoTa co CIOBapsIMU M CIIPABOYHUKAMH, O3HAKOMIICHHE ¢ HOPMATUBHBIMU JOKyMEHTaMH, Y4eOHO-
ucclieIoBaTenbckas paboTa Mpu caMOM HIMPOKOM HcToiab3oBaHuK MHTepHeTa 1 Apyrux IT-texnonoruii.
[IpoexTHBIE (hOpMBI pabOTHI, TOJTOTOBKA COOOIIEHHH K BBHICTYILICHHIO HA CEMUHAPaX U KOH(EPEHIHAX; MOJIrOTOBKa pedepaTos,
JIOKJIaJI0B.
[ToaroTroBka K MPaKTHYECKUM 3aHITHIM C UCIIOIH30BAHUEM METOAMUYCCKUX PEKOMEH AN MTPeroaaBares,ohopMiIeHE
IMPAKTHYCCKUX pa60T, OTYETOB U IIOArOTOBKA K UX 3aIlIUTC.
KouncyabsTanun 2
Ipomexytounas arrectanus no MJIK.01.02 B popme 3x3ameHna 6
Paznen IIM 3. Be3onacHOCTh KOMIIBIOTEPHBIX ceTel 102 /32
MJIK.01.03be30nacHOCTh KOMIIBIOTEPHBIX CeTell 102 /32
Pasnen 1. be3onacHOCTh KOMIILIOTEPHBIX ceTeil 102/ 32
Tema 1.1. Coaepxanune 4 IK 1.1, TIK 1.2,,
dyngaMeHTAIbHbIE CoBpeMeHHBIE YTPO3bl CETEBO 0€30MacHOCTH. BUPYCHI, YepBH U TPOSHCKHE KOHH. MeTO/IbI aTak IIK 1.3, TIK 1.4.,
NPUHIMNBI 0e30NaCHOI IK 15, IIK 1.7,
ceTn OK 01., 0K 02.,
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Tema 1.2. Be3omacHoOCTh Conepxanue OK 04.,0K 05.,
CeTeBbIX yCTPOIicTB besomacheiii goctyn k ycrpoiictBam. Ha3zHaueHne agMUHUCTPAaTUBHBIX pojedl. MOHHUTOPUHT U OK 06.,0K 07.,
yOpaBieHne ycTpoWcTBamu. lcmomb3oBaHWe (YHKIHS aBTOMAaTH3WPOBAHHOW  HACTPONKH OK 09.
0e30macHOCTH
Tema 1.3. ABTOpH3anus, Coaepxanue K 1.1., IIK 1.2,,
ayTeHTHGHKALUA H YUYeT CaoiictBa AAA. JlokanbHast AAA ayrentudukanus. Server-based AAA IIK'1.3., 1K 1.4,
nocryna (AAA) K 1.5, IIK 1.6,
Tema 1.4. Peanmmzanus Coaepxanue OK 1(_)11K 1(';("02
TexHoJsoruii Opanamayipa | ACL. TexHomorus Opanamayaspa. KonTekcTHbBIN KOHTPOJIb JIOCTyTia (CBAC). OK 03:: OK 0 4
[omuTnkuOpanaMay3pa OCHOBaHHBIE HA 30HAX OK 05.. OK 06.,
OK 07.,0K 09.
Tema 1.5. Peanuszanus Conep:xanue K 1.1, K 1.2,
TEXHOJIOT M IPS texnonoruu. IPS curnarypsl. Peanusauus IPS. [Iposepka u Mmonutopunr IPS 1K 1.3, TIK' 1.4.,
npesoTBpalleHus] IIK'1.5, TIK'1.6.,
BTOPKEHHUSA oK 1(}1K 1(;502
Tema 1.6. besonacHocTh Copep:xanue OK 03:’ OK 0 4
JIOKAJTbHOI ceTH ObecnieueHre 0E30MACHOCTH IMOJB30BATEILCKUX KOMIBIOTEPOB. CooOpaskeHHs Mo 0e30MacHOCTH OK 05.: OK 06.:
Broporo ypoBHs (Layer-2). Koudurypaius 0e30macHOCTH BTOpPOro ypoBHS. besomacHoCTh OK 07.,0K 09.
OecripoBoIHBIX ceTeil, VolP
Tema 1.7. Conep:xanue MK 1.1., 11K 1.2,,
Kpunrorpapuueckue Kpunrorpaduyeckue cepBuchl. ba3oBas 1EJOCTHOCTh M ayTEHTHYHOCTh. KOHQUICHIIMATBHOCTD. MK 1.3, IIK 1.4,
CHCTEMBI Kpunrorpadus OTKpBITHIX KITFOUeH IK 1.5, TIK'1.6.,
Tema 1.8. Peanuszanus Copep:xanue OK lglK 107K 02
TexHosioruii VPN VPN. GRE VPN. Kommnonents! u ¢ynkiuonupoBanue [PSec VPN. Peanuzanms Site-to-sitelPSec OK 03:: OK 0 4
VPN c¢ wucnonszoBanueM CLI. Peamuzamus Site-to-sitelPSec VPN ¢ wucnonszoBannem CCP. OK 05., OK 06.,
Peanmuzamus Remote-access VPN OK 07.,0K 09.
Tema 1.9. Ynpasiienune Coaepxanue K 1.1, K 1.2,,
0e30mMacHOM ceThbIO [Ipunnuner Ge3omacHOCTH ceTeBoro au3aiiHa. besonacHas apxutekTypa. YmpasieHHE IPOLECCaMu IIK'1.3, [IK 1.4,
u Oe3onacHocTh. TecTHpOBaHHWE CETH Ha YSI3BHMOCTH. HempepblBHOCTh OW3HEca, TUIaHUPOBAaHUE [IK1.5, K 1.6.,
BOCCTaHOBJIEHUsS] aBapUiHBIX cuUTyauui. JKu3HEHHBIH LMKJI ceTH M IulaHMpoBaHHMe. Pa3paboTka OK 1(;[1K 10;0 ’
' periIaMeHTOB KOMIIAHWHU M TIOJIUTHK 0€30MacHOCTH OK 03.: OK 0 4
Tema 1.10. Cisco ASA Coaepxanune OK 05.. OK 06.,
Beenenue B AnantuBHoe ycTpoiictBo 6e3onacHoctu ASA. Kondurypanus daupsoia Ha 6aze ASA OK 07.,0K 09.

¢ wucnonp3oBanueM rpadudeckoro mHTepdeiica ASDM. Kondurypanus VPN Ha 06aze ASA ¢
MCIIOJIb30BaHKueM rpaduieckoro unrepderica ASDM
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B ToM ymcie IpakTHYeCKUX 3aHATHH

32/32

IpaxTnyeckoe 3ansiTue 1. 2/2 MK 1.1, 1IK 1.2,,
HccretoBaHne CETEBBIX aTak M MHCTPYMEHTOB IIPOBEPKH 3aLIUTHI CETH 1K 1.3., 1IK 1.4,
IpakTuyeckoe 3ansiTue 2. 2/2 IIK1.5, IIK 1.6.,
Hacrpoiika 0e3011acHOTO IOCTyIa K MapUIPYTH3aTOPy OK 1(_)[1K 107K0 5
IpakTnyeckoe 3ansTue 3. 2/2 OK 03:: OK 0 4
Ob6ecnieuenne agMuHACTpaTUBHOTO Moctyma AAA u cepepa Radius OK 05., OK 06.,
IpakTuyeckoe 3ansiTue 4. 2/2 OK 07.,0K 09.
HacTtpoiika nonutruku 6€30MacHOCTH OpaHIMay3poB
IIpakTHyeckoe 3aHsITHE 5. 2/2
Hacrpoiika cuctemsl npeaoTBpaiieHus Bropxenuii (IPS)
IIpakTUyeckoe 3aHsTHE 6. 2/2
HacTtpoiika 6€30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTAaTOPax
IIpakTnyeckoe 3ansiTue 7. 414
HccnenoBanue MeTOJI0B MG POBAHHUS
IIpakTUyeckoe 3ansiTHE 8. 2/2
Hacrpoiika Site-t0-SiteVPN ncnosnb3ys nHTepQeric KOMaHIHON CTPOKH
IIpakTnyeckoe 3ansiTue 9. 2/2
bazoBast HacTpoiika nutro3a 6e3omacHoctH ASA 1 HacTpolika OpaHIMay3pOB HCIIONB3Ys HHTEpdETiC
KOMAaHJIHOM CTPOKH
IpakTuueckoe 3auaTue 10. 2/2
bazoBast HacTpoiika nutro3a 6e3omacHoctd ASA 1 HacTpoiika OpaHaIMay’poB ucronb3yss ASDM
IIpakTnyeckoe 3ansiTue 11. 2/2
Hacrpoiika Site-to-SiteVPN ¢ oaHo# CTOPOHBI Ha MapIIPyTH3aTOPE UCIIONB3Ys HHTEphEiic
KOMaH/THOHM CTPOKH | C JIPYTO#l CTOPOHBI HCHONB3YS ITI03 Oe30macHocTH ASA mocpecTBOM
ASDM
IpakTnyeckoe 3ansTue 12. 212
Hactpotika ClientlessRemote AccessSSLVPNS ncosezyst ASDM
IpakTuyeckoe 3anaTue 13. 2/2
Hactpoiika AnyConnectRemoteAccessSSLVPN ucnonszyst ASDM
IIpakTnyeckoe 3ansiTue 14. 4/4
DuHaTHHAS KOMIUIEKCHAS JJA00PaTOPHO-TIPAaKTHIECKast padoTa mo 6e301macHOCTH
CamocrosiTe/IbHAsi padoTa ody4yarommxcs npu usydeHun pasaeia 3 IIM 4

Cucremarnueckast Ipopa0d0TKa KOHCIICKTOB 3aHSATHH, yIeOHOU U CIICIUAIEHON TEXHUYSCKOW JTUTEPATYPHI.
KoncnextupoBanme tekcra, paboTa co cI0BapsMH U CIIPAaBOYHUKAMH, O3HAKOMJICHHE C HOPMATHBHBIMH JJOKYMEHTaMH, y4eOHO-
HCCIIeI0BaTeIhCKas paboTa IpH caMOM IIMPOKOM HCToIb30BaHnn MHTEepHETa M pyrux IT-TexHoIorHii.
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[IpoekTHBIE hOPMBI pabOTHI, MOATOTOBKA COOOIIECHHUH K BRICTYIUICHHIO HA CEMUHAPax M KOH(QEPEHIIUAX; MOATOTOBKA pedepartos,
JIOKJIaJ0B.

IToaroroBka K MpakTHYECKUM 3aHATHSAM C UCTIOJIB30BAaHUEM METOAMYCCKIX PEKOMEHAAIIMN MpertoaaBaTelis,0hopMIICHHE
MPAKTHYECKUX paboT, OTUETOB U MOATOTOBKA K UX 3aIlUTE.

KoncyabTanun 2
Mpome:xyTounas arrectanus no MJK.01.03 B ¢opme audpdepennimpoBanHoro 3auera -
VI1.01.01 Yueonan npaktuka «IIpoekTupoBaHue, MOHTAXK M HAJIAJKAa KOMIbIOTEPHBIX CeTel» 36/ 36 MK 1.1, IIK 1.2.,
Buael paﬁOT IIK 1.3,, 11K 1.4.,
- YyacTre B IPOEKTUPOBAHUH CETEBOH HH(PACTPYKTYPHI; IIK 1.5, TIK 1.6.,
- Yyactue B OpraHu3aiui CEeTeBOTO aIMUHICTPHUPOBAHHS, OK IJIK 1(.)7K.702
- DKCIuTyaTanusi 00beKTOB CETEBOW HHPPACTPYKTYPHI; OK 03:’ OK 0 4
- YyacTue B yNpaBI€HUU CETEBBIMU CEPBUCAMU; OK 05.: OK 06.:
- Yyactue B MOZIepHU3AIINU CETeBO HHYPACTPYKTYPHI; OK 07.,0K 09.
- Yyactre B o0ecnieueHNH 0€30IacHOCTH KOMIIBIOTEPHBIX CeTel
IIpome:kyTounas arrecranus no YI1.01.01 B popme nuddepeHnnpoBaHHOrO 3a4yeTa -
I111.01.01 ITpou3BoaACTBEHHASI MPAKTHKA 216 /216 MK 1.1., 11K 1.2,
BH}I])I paﬁOT: IIK 1.3,,TIK 1.4.,
— VYuyacTre B pa3paboTKe METOJIOB, CPEJCTB M TEXHOJIOTUH MPUMEHEHH 00BEKTOB NMPO(hecCHOHATHHON NeATENPHOCTH K 1.5, IIK 1.6.,
— IIpoBenenne npouIaKTHIECKHX pa0OT Ha 00BEKTaX CeTeBOW MHPPACTPYKTYPHI U PAOOUNX CTAHIIHIX OK 1(')[1K ’ IO7K 02,
— VYuyacTre B yIpaBJIeHUH CETEBEIMU CEPBUCAMU OK 05., OK 06.,
— COop maHHBIX JUTS aHAIH3a UCTIONB30BaHMs U (DyHKIIMOHUPOBAHUS TIPOTPAMMHO-TEXHIHUYECKHUX CPEICTB KOMIBIOTEPHBIX CETEH OK 07.,0K 09.
— Dkcruryaraiusi 00beKTOB CETEBOM HHPPACTPYKTYPHI
— YuyacTrie B MOJIEPHHU3AIINN CETEBON HHPPACTPYKTYPHI
— YuacTrie B ”HBEHTapU3allul TEXHHYECKUX CPEJICTB CETeBOI HHPPACTPYKTYPHI, OCYIIECTBIEHUE KOHTPOJISI, TOCTYIHUBIIETO U3
peMoHTa 000pYAOBaHHS
— O0ecrieveHue ceTeBoi 0e30NMacHOCTH (3alIuTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HHPOPMAIMH, TIPOCMOTP UIIK H3MEHEHHE
CHUCTEMHBIX (DaiJIOB M TAHHKIX ), 0€30MMACHOCTH MEKCETEBOI0 B3aUMOICHCTBHS
— OcyuiecTBieHre aHTUBUPYCHOI 3alUThI JTOKAIBHOW CETH, CEPBEPOB M PA0OUYHMX CTAaHLIUI
— JloKyMeHTHpOBaHHUE BCEX NPOM3BECHHBIX JIeHCTBUI
IIpomexyrounas arrecranus no I111.01.01 B popme auddepeHIMpPoBaHHOrO 3a4eTa -
IK3aMeH N0 NpoecCHOHATBHOMY MOAYJIIO 6

Bceero | 760 /458
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3. YCJIOBUA PEAJIMBALIUU TIPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuaJIbHO-TEXHHYECKOE o0eceueHne

Jlns  peanmuzand  TporpaMMbl  y4eOHOW JUCHUIUIMHBI  TPETYCMOTPEHBI
cnenuanbibie Tomenienus coriacHo m. 4.1 OII CIIO — IHTICC3 cnenuanbHOCTH,
OCHAIIICHHBIE B COOTBETCTBUU C TMpUIOKEHHEM 7 MarepuallbHO-TEeXHUUYECKOEe
obecricueHue 0O0pa30BaTENbHONW JIEATEIBHOCTH TI0 MporpaMMe  IOJTOTOBKU
CIIEIUAJIICTOB CPEIHETO 3BEHA.

3.2. UupopMmanuoHHOEe oOecneyeHue peau3anu NporpaMmmbl

Jnst  peanmusammm  mporpaMmbl  OmOnmoTteunslii  ponn IleTpozaBomckoro
bummama [II'YIIC ykoMmIUIeKTOBaH T€YaTHBIMH W (WJIM)  DJICKTPOHHBIMU
o0pa3oBaTeNbHBIMU U WH(GOPMALMOHHBIMU pPECYpCaMy, PEKOMEHIOBAHHBIMU IS
UCIIOJIB30BaHUSI B 00pa3oBaTelbHOM  Mpolecce, B  COOTBETCTBUU  C
Kuurootecneuennoctsio [IIICC3 cnennanbHOCTH.

Nudopmanus o kHUroodecnedeHHOCTH oOpaszoBaresbHbIX mnporpamm CIIO
CIICIMAIBHOCTH ~ pa3MellleHa [0  AJIEKTPOHHOMY  ajpecy:  https://pgups-
karelia.ru/students/library/75987/



https://pgups-karelia.ru/students/library/75987/
https://pgups-karelia.ru/students/library/75987/

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUAA

IMPOPECCHUOHAJIBHOI'O MOAYJIA

Koa u HauMeHoBaHune
npogeccHOHANbHBIX U 00IUX
KOMIIeTeHIHIA,
¢opmupyemMbIX B pamMKax
MOIYJIst

Kpurepuu ouenku

MeTtoabl OlIEHKH

IIK 1.1. lokyMeHTHUpOBaTh
COCTOSTHHSA
MH()OKOMMYHHKAITHOHHBIX
CHCTEM U UX COCTaBIISAIOLINX B
npoliecce HaJda Ku U
SKCIUTyaTalul

OObyuarommiicsi 000CHOBaHO UCIOJIB3YeT HOPMaTHBHO-
TEXHUYECKYIO JOKYMEHTAIHIO B 00JIaCTH
MH()OKOMMYHHKAIMOHHBIX TEXHOJIOT U, TPaMOTHO BEJIET
TEXHHYECKYIO JOKYMEHTAIHMIO 110 00BEKTaM
WH()OKOMMYHHKAIIMOHHBIX CUCTEM B IPOLIECCE HANAAKH
1 9KCIUTyaTalUH.

JleMOHCTpHUpYeT yMEHHE KOHTPOJINPOBAThH HAJIMUUE U
JIBIDKCHUE aNNapaTHbIX, IPOrpaMMHO-aNapaTHBIX 1
MIPOTPaMMHBIX CPEICTB; paboTaeT ¢ HHPOPMATMOHHON
CHCTEMOH TI0 YIIPaBJICHUIO 3aI1aCaMy U PEMOHTOM;
o(hopMIIsIeT 3asIBKU Ha MaTepHAIIbl H KOMILICKTYIOLIHE
UH()OKOMMYHHKAIIMOHHBIX CHCTEM.

JleMOHCTpHUPYET HaBbIKH COCTABJICHHS PETJIAMEHTHBIX
OTYCTOB O 3aMCUYCHHBIX OTKJIOHCHHAX OT IITATHOT'O
pexuMa GpyHKIMOHUPOBAaHHS HHOOKOMMYHHKAIIHOHHBIX
CHUCTEM; BBITNIOJHACT JOKYMCHTUPOBAHUC 6330B0ﬁ
KOH(UTYypanuu 1 IporpaMMHOT0 o0ecrieueHHs
YCTPOHCTB HHGOKOMMYHUKAITUOHHBIX CUCTEM

[IK 1.2. TlonaepxuBaTh
paboTOCIOCOOHOCTH
annapaTHO-MPOrPaMMHBIX
CPE/ICTB YCTPOUCTB
UH()OKOMMYHHKAITUOHHBIX
CHCTEM

[Ipu ycraHOBKE M 3KCIUTyaTaluy nepudepritHoro
000py10BaHMs 00YYaIOMINICS T'PAMOTHO IPUMEHSIET
COOTBETCTBYIOIINE WHCTPYKIIMH; BBITTOIHSIET 3aMEHY
PacXoAHBIX MaTEpHaIOB ¥ KOMIUIEKTYIOIINX
nepruepuiHOTO 000PYAOBAHU; 000OCHOBAHO
UCTIONB3YeT KOHTPOJILHO-U3MEPUTEIbHOE 000py10BaHNE
JUTSL TIPOBEPKH IEKTPUUECKUX COCIUHEHNH YCTPOMCTB
NH()OKOMMYHHKAIIMOHHBIX CHCTEM.

JleMOHCTpHUPYET YMEHHE BBISIBIISITh U YCTPAHSTh
MEXaHUYECKHE TIOBPEX/ICHUS U Ie)eKThl YyCTPOUCTB
UH(OOKOMMYHHKAI[HOHHBIX CUCTEM.

JIeMOHCTpHUPYET HaBBIKH YCTAHOBKH
UH()OKOMMYHHKAI[HOHHBIX CUCTEM Ha pabo4MX MecTax
COIJIACHO TPYAOBOMY 3a[JaHUIO; BBIIOIHACT
JMarHOCTHKY aIlllapaTHBIX OIIMOOK YCTPOHCTB
NH()OKOMMYHHUKAIMOHHBIX CHCTEM; OCYILIECTBIISET
JIEMOHTaX M 3aMEHY Y3JIOB M DJIEMEHTOB OT/IEIIbHBIX
YCTPOWCTB HHPOKOMMYHHKAIIMOHHBIX CHCTEM

IIK 1.3. YcTpansars
HEHCIPaBHOCTH B paboTe
MH(POKOMMYHHUKAITMOHHBIX
CHUCTEM

OOyuarommiics HICHTHOUITUPYET UHIUIACHTHL,
BO3HUKAIOIIKE TIPH YCTAHOBKE MPOTPaMMHOTO
oOecriedeHns: 1 0O00CHOBAHO IPUHUMAET pelIeHue 00
N3MCEHCHUU MPOUECAYPbl YCTAHOBKHU,; TPAMOTHO
OLCHUBACT CTCIICHb KPUTUYHOCTHU UHIUJACHTOB IIpU
paboTe MpUKIaIHOTO MPOrPaMMHOTO O0eCTIeueHUSI.
JleMoHCTpupyeT yMeHue yCTpaHsITh BO3HUKAIOLIUE
WHIMACHTBI, IPOU3BOJAUTH MOHUTOPUHT
aJIMUHUCTPHUPYEMOH HH(OpMamoHHO-
KOMMYHUKAIIMOHHOH CUCTEMBI U CBOEBPEMEHHO
JIOKyMEHTHPOBATh YUETHYIO HH(OpMALUIO 00
UCIIOJIb30BAHUH CETEBBIX PECYPCOB.

OOyyaromuiicst JEeMOHCTPHPYET HaBbIKH BBISBIICHUS,
OIIpEeIeIIeHNs U YCTPaHEHUS MTOCIIEICTBUHI cO0EB U
OTKa30B CETEBbIX YCTPOICTB U ONIEPALIMOHHBIX
CUCTEM,0ITPEACTIACT MMPUINHBI BOSHUKHOBCHU A
KPUTUYECKUX UHIIUIACHTOB IIPpU pa60Te IIPUKJIaJJHOTO
MIPOTPAMMHOTO 00ECTICUCSHUS

- BKCHEPTHOE
HaOJIONEHHUE 3a
JeSTeIIbHOCTHIO
oOyyJaroImuxcs Ha
OPAKTHYECKUX 3aHITHSIX,
B X0/ KypCOBOTO
NPOEKTUPOBAHHUS,
BBITIOJTHEHHS paboT Ha
yaeOHoit 1
TIPOU3BOJCTBEHHOU
MIPaKTHKE;

- TECTHPOBaHHE;

- OLICHKA Pe3yJIbTaToB
BBITIOJTHEHHS
NpaKTHYECKUX padoT;
- 3aIIuTa
WH/IUBUYATbHBIX U
KOJUICKTHBHBIX paboT
(pedeparos,
Npe3eHTALHH, pacyeTHO-
rpadudeckux pador);

- 3aIUTa KypcoOBOrO
MPOCKTA,;

- muddepeHm-Heie
3a4eThl IO
MEKINCIUTUTTHAPHBIM
Kypcam, yueOHOH 1
MIPOU3BOJICTBEHHOM
NpaKTHKaM;

- 9K3aMEHBI 110
MEKINCIUTUTTHAPHBIM
Kypcawm;

- 9K3aMEH 110
npohecCHOHATBHOMY
MOJIYJIIO
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IIK 1.4. IIpoBoauTh mpuemo-
CIaTOYHBIC UCTIBITAHHS
KOMIIBIOTEPHBIX CETe! 1
CETEBOTO 000PYAOBaHHS
Pa3IMIHOTO YPOBHS U OLIEHKY
Ka4ecTBa CETEBOI TOIOJIOTHH B
paMKax cBoei
OTBETCTBEHHOCTHU

OOyyaromuiicst ciocoO0eH HASHTH(HULMPOBATh
HHLUJICHTHI, BO3HUKAIOLINE IIPU [IPOBEACHUH
NpeBAPUTEIBbHBIX HCIBITAHUH;IPAMOTHO MCHIOJIB3YeT
HpOLENYPHl BOCCTAHOBJICHUS JTAHHBIX, OTIPEAEIISCT
TOYKH BOCCTaHOBJICHHUS JaHHBIX, OLICHUBAECT PHCKU
NIEPEPHIBOB B IIPEAOCTABICHHN CEPBHUCOB IIPH
NPOBEICHUH UCIIBITAaHUI.

OOy4aromuiicst OCyIIECTBIISIET NOATOTOBKY K
MIPOBEICHUIO MTPEABAPUTENBHBIX HCIIBITAHUI;COCTABIISIET
rpaduK IpeBapUTEIbHBIX UCTIBITAHUN;BBIIOIHSET
OIIOBEIICHHUS TI0JIb30BATEINICH O BO3MOXKHBIX IIEPEPHIBax B
MIPEOCTABIICHUN CEPBUCOB;BBIIOIHSIET
NIpeABapUTEIIbHBIE UCIIBITAHUS

IIK 1.5. OcymecTBasTh
pe3epBHOE KOITMPOBAHUE U
BOCCTaHOBJICHHE
KOH(HUTYpaIuy CETEBOTO
00opynoBaHus
MHPOPMAMOHHO-
KOMMYHHKAIMOHHBIX CHCTEM

OOyyarouuiicst JEeMOHCTPUPYET YMEHHE HCIIOIb30BaATh
MIPOLETyPBI U ONPENEIATh TOUKHA BOCCTAHOBIICHUS
JAHHBIX; pab0TaeT C cepBepaMy apXUBUPOBAHUS U
CPeICTBaMU YIPABJICHUA ONEPANUOHHBIMU CHCTEMAMU;
TPaMOTHO UCIIOJIB3YET HOPMATUBHO-TEXHUYECKYIO
JOKYMEHTALHIO.

OOy4aronuiicst BBIITOTHSET BOCCTAHOBIICHHUE
IapaMeTPOB 10 YMOIYaHHIO COTJIACHO JOKYMEHTAlMH
OINCpafMOHHBIX CUCTEM, ITPU IMOMOIIU CEPBECPOB
ApXUBUPOBAHUA, a TAKKC IIPHU IOMOIIHN CPEACTB
YIpaBJICHUs CIEIHATU3UPOBAHHBIX ONICPALIMOHHBIX
CHCTEM CETeBOr0 000PYAOBaHHU.

OOy4aromuiicst JEMOHCTPUPYET HaBBIKH IUNIAHUPOBAHUS
pacnucaHys apXUBUPOBAHUSA U apXUBUPOBAHHE
MapaMeTPOB MOJIb30BATEIBCKUX YCTPOUCTB; BHIMOIHSET
COIIPOBOKACHUE CEPBEPOB aPXUBUPOBAHUS
MIPOTPaMMHOTO 00ECIIEYEHUSI HNMOHUTOPHHT
IIPOBEAECHHOTO MIAHOBOTO apXUBUPOBAHHUS
10JIb30BATEIbCKUX YCTPOICTB

[IK 1.6. OcymiecTBisiTh
MHBEHTAPH3ALHIO TEXHUYECKUX
CpE/ICTB CEeTEBOM
HHPPACTPYKTYPHI, KOHTPOJIb
obopymoBaHus mocie
MIPOBEIEHHOT'O PEMOHTA

OOyuaronuiicss TpaMOTHO BEJCT TEXHUUCCKYIO
JIOKYMCHTAITHIO 10 00beKTaM HH(POPMAIIMOHHO-
KOMMYHHUKAI[MOHHOHN CUCTEMBI; OCYIIECTRIICT KOHTPOJIb
HAJIMYUS ¥ JBUOKCHUSI allllapaTHBIX, IPOrPaMMHO-
ammapaTHbIX U IPOTPAMMHBIX CPEICTB.

BBITOIHSAET MPOBEPKY OTYECTORB MO PE3yIbTaTaM
WHBEHTAPHU3ALUH U CIIHCAHHS alapaTHbIX,
[IPOrPaMMHO-AIMIAPATHBIX U MPOrPAMMHBIX
CpencTB;pUKCUPYET B )KypHAJC HHBEHTApHbIE HOMEPA U
MECTOPACIOI0KEHH S TEXHUUECKHX CPEIICTB
AJIMUHUCTPUPYEMOM CETH, OCYIIECTBIISET UX
MapKHUPOBKY

IIK 1.7. OcymmecTBisaTh
periaMeHTHoe 00CITy)KUBaHHUE
Y 3aMeHY PacXOo/IHbIX
MaTepHaIoB nepugepuitHoro,
CETEBOT0 M CEPBEPHOTO
obopymoBaHus
MH()OKOMMYHHKAITUOHHBIX
cucTeM

OO0yyarommiics rpaMOTHO paboTaeT ¢ JOTOBOPHOH H
OTYETHOW JOKyMEHTaIMeil Ha 00CITy)KUBAaEMYIO
UH(OPMALTMOHHO-KOMMYHHUKAI[MOHHYIO CHCTEMY, C
UH(OPMALMOHHOM CHCTEMOM yIpaBJIEHHs 3a11acaMy 1
PEMOHTOM, O(OPMIISIET 3asIBKH HA MaTE€PUaIIbI U
KOMIUIEKTYIOIIHNE HHPOPMAIMOHHO-KOMMYHHKAI[HOHHOM
CHCTEMBL.

OOy4aromuiicst OCyIIECTBIISIET KOHTPOJIb OCTaTKOB
3aIacHBIX YacTel 1 000py10BaHUs MO 3aMEHY;
KOHTPOJIb coOMoeH s rpadrKa IMPOPHIaKTHIECKOTO
00CIy>KMBaHMs1 000y JOBAHHSI; BBITIOIHSAET BHECEHHS
JIAHHBIX O TIPOBE/ICHHBIX paboTax, 00 NCIOIBE30BaHHBIX
3aMacHbBIX YacTsIX B MH()OPMAIIOHHYIO CHCTEMY
yIpaBJIEHU 3aacaMy U PEMOHTOM

OK 01. Beibupats crioco6st
peuieHus 3a1a4
npodeccnoHaTLHOMI
JACATCIBHOCTH IPUMEHUTECIIBHO

OObyuarommiicsi IeMOHCTPUPYET HATNYHE YMEHHUH
pacmo3HaBatb 3afaqy (mpobremMy) B mpo(hecCHOHAIEHOM
WM COLIMAIILHOM KOHTEKCTE; aHAIIM3UPOBATh 1
BBIJCIATH e€ cocTaBHbBIC JacCTHU, OoIpEACIATh dTallbl

JKCIIePTHOE HAOII0IeHHE
3a IeSTEeIbHOCTHIO
oOyJaromuxcs:

- Ha IMPAKTUYCCKUX
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K pas3/In4YHbIMU KOHTCKCTaM

pelIeHYs 3a/1a4u; BBISBITE U 3(Q()EKTUBHO UCKATh
nH(pOPMAINIO, HEOOXOTUMYIO IS pEIICHHS 3a1a91
(mpo6nembr).CocTaBIIsIeT TUTaH JSHCTBHI; ONIpenessieT
HEOOXOIUMBIE PECyPCHI; BIIJICET aKTyaIbHBIMU
MeTOJaMH pabOTHI B IPO(ecCHOHANBHON M CMEKHBIX
cdepax; peaan3yeT COCTaBICHHBIN TUIAH; OI[CHUBACT
pe3ynbTatT U NOCIEACTBUS CBOUX ACHCTBUIL

OK 02. Ucnonbs30BaTh
COBPEMEHHBIE CPEJICTRA
MOWCKa, aHAJIN3a U
HHTEpIpETAIH HHOOPMAITHH U
HH()OPMALUOHHBIE TEXHOIOTHH
JUTSL BBITIOJTHEHUS 337124
npoQeCCUOHATBHOM
JIeSATEIbHOCTH

OObyuarommiicst 00J1aaeT CIIOCOOHOCTEIO OTIPENENATh
3aJa4¥ ¥ HEOOXOAUMBIE HCTOUYHHKH JIJIS TOUCKA
nH}popManuy; INIAHUPOBATh MPOLECC TIOUCKA U
CTPYKTYPHPOBATH MOJYYaeMyI0 HH(POPMALIHIO.
Beinensier HanGosee 3HauMMOe B TIepeyHe HHPOPMAIHH
1 OLICHUBAET MMPAKTUUECKYIO 3HAYNMOCTD PE3yJIbTaTOB
roucka; oopMIIsieT pe3yabTaThl IOUCKA, IPUMEHSIET
cpencrBa HHGOPMAIMOHHBIX TEXHOIOTHHI IS PEIICHUS
npo(heCcCHOHANIBHBIX 33/1a4; HCTIONb3YEeT COBPEMEHHOE
IporpaMMHOE 0OecTieueHHEe U pa3InyHbIe HH(PPOBBIC
CpencTBa A peleHus NpogecCHOHaIbHBIX 3a1a4

OK 03. [TmanupoBats u
peann3oBBIBaTE COOCTBEHHOE
npodeccronansHOe U
JIMYHOCTHOC pa3BUTHUC,
NpeANPUHUMATENBCKYIO
JACATCIBbHOCTH B
npodeccronansHo# chepe,
UCIIOJIb30BaTh 3HAHUSI 110
MPaBOBOU M (PHHAHCOBOU
TPaMOTHOCTH B Pa3IMYHBIX
JKM3HEHHBIX CUTYalusxX

ITpu BBIMOTHEHNH OCTABICHHBIX 3a/1a9 00y4JaroImuiics
JEMOHCTPHPYET CIIOCOOHOCTHOTIPENENATh aKTYaIbHOCTh
HOPMAaTHBHO-TIPaBOBOH JIOKYMEHTALINH B
poQeCCHOHANBHOMN NESTENbHOCTH; IPUMEHSTh
COBPEMEHHYIO HayYHYIO MPO(pEeCCHOHATIBHYIO
TEPMUHOJIOTHIO.

OOyyarouuiicst 0CO3HaHO OIPEAENISET U BHICTPauBaET
TPaeKTOPUH CBOETO MPOPECCHOHAIBHOTO Pa3BUTHUS U
caM000pa30BaHus; CIOCOOCH HCIONb30BaTh 3HAHUS 110
MIPaBOBOH M (PMHAHCOBOW TPaMOTHOCTH B PA3IMYHBIX
KHU3HCHHBIX CUTyalUsIX

OK 04. D¢ddexTuBHO
B3aMMOJCIHCTBOBATh U pabOTATh
B KOJUICKTHBE U KOMaHJIe

OGy4aronuiicss IeMOHCTPUPYET YMEHUE OPraHH30BAaTh
paboTy KOJUIEKTUBA W KOMaHIBL; 3PPEKTHBHO
B3aHMO/ICHCTBYET C KOJUIETaMH, PYKOBOJCTBOM,
KJIMCHTaMH B XOZ¢ y4eOHOro Ipolecca M Ha MPaKTHKE

OK 05. Ocy1ecTBisiTh YCTHYIO
1 MACbMEHHYIO
KOMMYHUKAIIAIO HA
TOCYJapCTBEHHOM SI3bIKE
Poccuiickoit ®enepannu ¢
y4eToM ocoOeHHOCTeH
COLIMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

Obyuarommiics pa3oupaeTcs B 0COOEHHOCTIX
COLIMATIBHOTO U KyJIbTYPHOI'O KOHTEKCTA, OCO3HAHO
HpUMEHSIET npaBuia 0ohOPMIICHUS JJOKYMEHTOB 1
HOCTPOEHHUS YCTHBIX COOOIIECHHH.

I'pamMOTHO M3Maraet CBOM MBICIIU U 0(OPMIISIET
JIOKYMEHTBI 10 TPO(eCCHOHATILHON TeMaTHKe Ha
rOCYAapCTBEHHOM SI3bIKE, POSBIISIET TOJEPAHTHOCTh B
paboueM KOJICKTHBE

OK 06. ITposiBnsTh
TPaKAaHCKO-TIATPHOTHIECKYTO
TIO3UIIHIO, IEMOHCTPUPOBATH
OCO3HAaHHOE MOBE/ICHNE Ha
OCHOBE TPAJIUIHOHHBIX
POCCUHMCKHX AYXOBHO-
HpPaBCTBEHHBIX I[EHHOCTEH, B
TOM UHCJIIE C YUETOM
TrapMOHHU3AINH
ME)KHAI[HOHAIBHBIX U
MEXPETUTHO3HBIX OTHOIICHUH,
HMPUMEHSTH CTAaHJAPTHI
AHTUKOPPYHIHOHHOTO
MOBEJCHUS

OOyy4arommiicst AEMOHCTPUPYET 3HAHNE U TIOHUMAaHue
CYIIHOCTH TPaXIaHCKO-ITaTPHOTHIECKON ITO3UINHT
UTPaIUIMOHHBIX POCCUICKNX TyXOBHO-HPABCTBEHHBIX
nenHoctel. [IposiBisieT 4yBcTBa IaTPHOTU3MA,
IPaKAaHCTBEHHOCTH, YBaXKEHUS K TAMSTH 3aIIUTHUKOB
OrteuectBa u noxsuraM I'epoeB OtedecTBa, 3aKOHY U
MPaBONOPSIKY, YEIOBEKY TPY/Ja U CTaplIEMy
MOKOJICHUIO;B3aMMHOT'0 YBa)KEHUSs1, OEPEIKHOTO
OTHOIICHUS K KYJIbTYPHOMY HACJICANUIO U TPpAJUIIUAM
MHOrOHAaLIMOHAJIBHOTO Hapoaa Poccuiickoit @enepanuu
IIpumensieT cTanAapThl aHTUKOPPYILIUOHHOTO
TIOBEICHHSI, OCO3HAET BO3MOYKHBIE TIOCIIE/ICTBUS €TI0
HapyUIeHUs.

OOy4aromuiicst 0CO3HaHO OIUCHIBAET 3HAUUMOCTH CBOCH
Oynyueit npodeccun

OK 07. CopgelicTBoBaTh
COXPaHEHMIO OKpYKarommei
Cpebl, pecypcocOepekeH IO,
MIPUMEHSTH 3HAHUS 00
M3MEHEHHH KIIMMATa,
MPHHIAIEI OEPeKITNBOTO

OOyyatomuiicst ciocobeH co0MoaaTh HOPMbI
9KOJIOTHYECKOH 0€30MacHOCTH, ONPEAEIISTh
HAIPaBJICHUS PECYPCOCOCPEIKEHHS B PaMKax
podeCcCHOHANBHOMN JIESITENbHOCTH 110 CHIEIUAIBHOCTH.
OO0yyJaromuiics OCyIIeCTBISIET paboOTy ¢ COOIIOACHHEM
MIPUHITUIIOB OEPEKINBOTO MTPOU3BOJICTBA,

3aHSTHAX;
- B XOJI¢ BBIIIOJHEHUS U
3aIUTHl KypPCOBOT'O
MPOEKTA,
HWHIUBUIYAIBHBIX U
KOJUICKTHBHBIX padoOT
(pedeparos,
Hpe3eHTalni, pacueTHO-
rpaguyeckux pador);

- B XO/JI€ BBIITOJIHEHUS
pabor Ha y4eOHO 1
NPOU3BOJICTBEHHOM
OpaKTHKAX;

- B X0JI¢ 9K3aMeHa I10
po¢eCCHOHATHFHOMY
MOJIYJIIO
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MPOU3BOJICTBA, (P (HEKTUBHO
JIeCTBOBATh B UPE3BbIYAITHBIX

OpraHU3yeTIPOPECCUOHATBHYIO ICATCILHOCTD C YYCTOM
3HaHMHA 00 U3MEHEHNHU KIMMATHYECKUX YCIOBHM

CUTYaIHsIX peruoHa
OK 09. ITonp30BaThCs OO0yuarommuiicsi TOHIMAaeT OOIINIA CMBICIT YETKO
npodeccroHanbHO#M MIPOU3HECEHHBIX BHICKA3bIBAHUI HA M3BECTHBIC TEMbI

JIOKyMEHTaluen Ha
TOCYTapCTBEHHOM U
WHOCTPAHHOM SI3BIKaX

(mpodeccronansHbIE U OBITOBEIC), a TAK)KE TEKCTHI HA
6a30BbIe IPOQeCcCHOHATBHBIE TEMBI; YIaCTBYET B
JMaJiorax Ha 3HaKOMEIe 00mIre U MpohecCHoHaIbHBIE
TEMBI; CTPOUT NPOCTHIE BBICKa3bIBaHUsI 0 ce0e U 0 cBoer
poQeCCHOHANBHOM eI TeIbHOCTH; KPAaTKO
000CHOBBIBAET M OOBSCHSIET CBOM JICHCTBUS (TEKyIIUE U
IUIAHUPYEMBbIE); MUILIET IPOCTHIE CBSA3HBIE COOOIICHHS Ha
3HAKOMBIE WJIM HHTEpeCYole NpodeccnoHalbHbIe
TEMBI
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